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Executive summary

As emerged from severdjournalist and law enforcement investigations, in the coge of the last decade the Latvian
banking sector was exploited from several individuals and entities aass the former Soviet Union and beyondo
facilitate the laundering and movement of at leastl 20 billion in illicit funds originated from corruption,
embezzlement and black market, into the international financial systemThis often saw the use of complex
networks of anonymous shell companies with accounts in Latvian banks, through which the fds were handled
in such a way as to systematize chains of fraudulent &nsactions and obscure the flows of illicit money, hiding t&
perpetrators ?

Much of LatviaOs financial sector vulnerability agsi money laundering has derived from the high money
laundering risks inherent to a specific business modedeveloped by Latvianbanks B the export of Ofinancial
logistics servicesO to clients in countries ahe Commonwealth of Independent States (CIS)This mainly consisted
the attraction of clientsfrom those states and the provision of shortterm deposits in order to facilitate thetransit
of their fundsinto the international financial systemi.Statistics demonstrated thatwhile the vast majority of Latvian
banksO norresident deposits was made up by individuals and entite from CIS countries with significant
corruption problems’, these owned their deposits via legal entities incorpottad in offshore jurisdictionsDmost of
them shell companies lacking information on beneficial owners.

Despite the high money launderingisks inherent to this business model, Latvian banks hadot developed the

adequate antrmoney laundering capacity to handle themEventually, it emerged that weaknesses ihatviaOs AML
system, combined with their extensive correspondent bankingietwork and the untraceable ownership of their
client offshore companies allowed for the injection of illicit funds wth billions in the global financial systemThis

was demonstrated by the ORussian LaundromatO, in whiaver $20 billions of dirty funds were iligally moved out

of Russia and dissipated into the international financial systeéhand the Moldovan Bank Robbery, which saw
around $1 billion being fraudulently stolen from three Moldovan banks, anthe country deprived of 12% of its

GDP/

Significant respasibilities for Latvian banksO antioney laundering failures lied with the Latvian fimaial regulator,

the Financial and Capital Market Commission (FCMC), whicdid not have enough resources toensure their

compliance with antimoney laundering (AML) rules. While the number of AML-focused inspections was

insufficient, sanctions imposed on banks for norcompliance with AML regulations had been disproportionately
small to have a deterrent effec The OECD expressed particular concern about the fact that, despitehe

acceptance and customer identification of the majority of noraresident deposits were accepted through Latvian
banksO representative branches abroad, the FCMC had conducteno on-site inspections of these overseas
offices over the previous years.

This turned out to be one of the major vulnerabilities of the Latviamfincial system against money laundering, as
many foreign branches of Latvian banks wergrominently relying on the services of Trust and Company Service
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! Re:Baltica (2016), OUS pressures Latvia to clean up iiten-resident banksOhttps://en.rebaltica.lv/2016/02/u-s-pressures-latvia-to-clean-
up-its-non-residentbanks/ [accessed 30 Oct 2017]

2 Stack G. (2015), OBaltic shells: on the mechanics wade-based money-laundering in the former Soviet space®, Journal of Money
Laundering Control, vol.18 Issuedl, pp. 81-98

% Financial and Capital Market Cmmission (FCMC) (2012), ONeresident banking business in LatviaO, Benefits and Risk&6 November,
available at:http://www.fktk.Iv/en/media—room/press—releases/40402012—11—26—nonresidentbankinq—busi.html!

4 International Monetary Fund (2013), OLatvia: IMF Countrgdert No. 13/280, available at:
https://www.imf.org/external/pubs/ft/scr/2013/cr1328.pdf

5 Stack G. (2015), OShell companies, Latviggpe correspondent banking, money laundering and illicitrfiancial flows from Russia and the
Former Soviet Union®, Journal of Money Laundering Control, vol. 18 Issue: 4, pp. 45862

6!Organized Crime and Corruption Reporting Project (2017 OThe Russian Laundromat Exposed@tps://www.occrp.org/en/laundromat/
[Accessed October 18, 2017]!

"Organized Crime and Corruption Reporting Prect (2015), OGrand Theft Moldova8Xps://www.occrp.org/en/laundromat/grand -theft-
moldova/ [Accessed October 18, 2017]

8 OECD (2015), Phase 2 Report on Implementing the OECD AirBribery Convention in Latvia, pp. 29, available at
http://www.oecd.org/daf/anti -bribery/Latvia Phase-2-Report-ENG.pdf

9 ibid. p.32
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Providers (TCSPs), business introducers and agentspilatvia and abroad, in order to conduct customer
identification and bring in new client®, with deleterious effects.

In fact, as emerged, the majority of anonymous shetompanies with Latvian bank accounts involved inllegal
activity could be traced backto these agents. They werebwittingly and unwittinglybfunctional in helping money
launderers to set up complex offshore structures andpen bank accounts for them in partnered Latvian bank
relying on their services. In this way, corrupt networks werable to ObypassO customer identification checks, have
access to the international financial system and avoid prosecutiott. The tracing of these actors and the extent of
their activities has beerdifficult due to their loose transmtional structures and the shifting collaborations with each
other. This was facilitated by their opaque nature and the scarcity of botinformation and controls, at the national
and international level, on the sector, hindering money laundering investigans.

Following international criticism andinvolvement inlarge-scale money laundeing cases, since the beginning of
2016 Latvian authorities have taken significant steps to end the abuse dhe countryOs financial system. The
resources of the Latvian finacial regulator were increased resultingn a more efective supervison, unprecedented
administrative fines for noacompliance with AntiMoney Launderig rules*?, and a push forthe re-orientation of
Latvian banksCbusiness towards low-risk domestic clients. Stricter regulations were also issued to mitigate the
risks arising from relianceon unsupervised TCSP in Latvia and abroad® These reforms have resulted in a
significant decrease ofnon-resident deposits in Latviaand their related money landering risks.

However, the 2017 Latvian National Money Laundering Risk Assessment has found a number of vulneralsit
related to the TCSP sector in Latviab which encompasses legal service providers, tax advigs and external
accountants Dsuggesting a need for enhanced regulation and transpancy:

Lack of resources, absence of focused risk -assessment and weak supervision by part of the
State Revenue Service, which is the competent authori  ty in charge of supervising the sector;
Scarce understanding of anti-money laundering regulat ions and duties;

Absence of entry requirements and licensing for firms carrying out TCS P service s;
Impossibility to ensure that all firms operating in th e sector have been educated on anti  -money
laundering matters

With the 2017-2019 Anti-Money LaunderingAction Plan the Governmenthas planned to take steps totackle the
problem, including increased supervisory capacity for the Statd&kevenue Service, better assessment of moay
laundering, development of regulation and licensingand increased AML trainings for firms operating in the
sector.”® Towards the end of 2017, Latvia has alsostrengthened its AML legislative frameworktransposing the
EU 4" Anti-Money Laundering Directive and making access to benéfial ownership of companies in Latvia
available to the general publict® The public register of beneficial owners is a great stedorward towards
transparency of corporate entities inLatvia It will likely facilitate the work of law enforcement authdfés in Latvia
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10 MONEYVAL (2012), OReport on Fourth Assessment VBitatviaOpp. 114-116, https:/rm.coe.int/report-on-fourth-assessmentvisit-anti-
money-launderingand-combating-/1680716b9f

11 Stack G. (2015), OShell companies, Latvigype correspondent banking, money laundering and illicitrfiancial flows from Russia and the
Former Soviet Union®, Journal of Money Laundering Control, vol. 18 Issue: 4, pp. 45862

12| atvian National Money Laundering/Terrorism Financing Risk AssessmeReport (2017), pp.56:57, available at:
http://www.kd.gov.lv/images/Downloads/useful/ML TF _ENG_FINAL.pdf

3 Financial and Gpital Market Commission (FCMC), Regulation N0.196/2016, Regulations for Cooperation with thParties and
Requirements for Business Relations with the Customerarhose Identification or Due Diligence is Performed UsinThird PartyOServices,
http://www.fktk.lv/en/law/credit -institutions/fcmc-regulations.html

4 | atvian National Money Laundering/Terrorism Financing Risk AssessmeReport (2017), pp.86-87, available at:
http://www.kd.gov.lv/images/Downloads/useful/ML TF _ENG_FINAL.pdf

15 Plan of Measures for Mitigation of the Money Laundérg and Terrorsm Financing Risk for 20172019, p.23,
http://www.fm.gov.lv/en/s/financial market policyplan of measures for mitigation of the money launderingné terrorism financing ris
ks for 2017 2019/

16 | aw on Prevention of Money Laundering and Terrorism Financingitps://likumi.lv/doc.php?id=178987
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and the rest of the EU,and enhance scrutiry by citizens, public media,civil society organisationsand investigative
journalists and it will also help bring more scrutiny irthe TCSP sector, deterring money launderers from becoming
beneficial owners of these firms.

However, the further challengesposed by an industry which has become increasingly globalisednd difficult to
control make policies in this field a priority for the mitigation of money laundering risks Unsupervised and
unregulated trust and company service providersin Latvia and abroad, constitute a significant threat to the
resilience of the financial system a@inst money laundering.This calls for a betterunderstanding of the structure
of the sector in Latvia, strongemregulations and awareness of antimoney laundering dutiesby TCSP firms.

Headlin®olic\Recommendations

I I A thematic review of the TCSP sector in Latvia should be conducted. This should: a)
include an analysis of how many firms are operating in the sector as well as the number
of their subsidiaries in other countries; b) encompass best-practices in AML procedures
in the field and make a comparison with the actual standards in Latvia; c) provide
solutions for improving those standards.

I I Appropriate licensing requirements for firms carrying out TCSP services in Latvia should
be developed. Before entering the market, these firms should be subject to a Ofit and
proper testOd series of checks, to make sure that they meet the requirements of the
National Anti-Money Laundering Laws and Regulations) at the time of licensing and over
the period for which they hold a license, applying similar standards of integrity as for
financial institutions. Branches and subsidiaries of Latvian TCSPs operating abroad
should also be subjected to the same checks and integrity requirements.

I I Trust and company service providers should be prohibited from servicing corporate
structures or arrangements facilitating anonymity of beneficial owners and money
laundering. Moreover, legal service providers should not be allowed to act as nominee
directors for clients.

I I Participation in anti-money laundering training organised by the State Revenue Service
should be made a condition for obtaining and keeping a licence.
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Introduction

This paper gives an overview orhow LatviaOs financial systemvas used in the 21 century for money laundering
by corrupt networks in the countres of the former Soviet Union and beyondand discusses the role of company
service providers and other professional intermediaries #nein The paper also gives an overviev of the most
recent reforms undertaken in theanti-money laundering field in Latviaand provides recommendations for
continued improvement.

Chapter 1 explains what is money laundering, its cotinued relevance as a global problem, and how anonyous
shell companies, offshore financial centres and unscrugaus Trust and Company Service Proders allow the
corrupt to hide their illicit assets while avoiding prosecution.

Chapter 2, briefly introduces international and Euggean antimoney laundering standards and the most recent
developments in European UnionOs asttioney laundering legislationdiscussing their significance for the global
fight against illicit financial flows.

Chapter 3 assesses the role of Latvian banks and anoymous shell companies in enabling complex money

laundering schemes carried out by corrupt networks inhie post-Soviet space. The main loopholes in LatviaOs
financial systemOs anthoney laundering regulatory and supervisory frameworkre analysed, as well as major

reforms undertaken in the last two years in order to tackle theroblem.

Chapter 4 focuses on the activitiesof Trust and Company Service Providers and their role in larggcale money
laundering schemes involving Latvian banks. Discussion invas how problems with the regulation and
supervision of these actorsbas identified by the 2017 Latvian National Money Laundering Risk assessmebhas
exacerbated the money laundering risks related to their activities, and leavirtgem with almost no deterrents
against working Bwittingly and unwittinglybas enablers for corrupt networks

Chapter 5 discusses recent develpment in LatviaOs AML legislative framework and provilepolicy
recommendations for furtherimprovement
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1.What Is Moneydralering and why it matters

Money laundering is the pocess of concealing the origin, ownership or destinatiorof the profit of corruption,
fraud, drug trafficking and other crimes (Odirty moneyy)hiding it within legitimate economic activitieso make it
appear legal (Oclean®).

Wheniillicit financial flows deriving from organized crime and corrdipn are not detected and confiscated, criminal
networks are able to thrive, expand their business and gain resilience against law enfement authorities who go
after them. This can have many other negative effects for societies across theorid.

The theft of state funds for private gains depletes resources thatvould have otherwise gone towards public
goods, such as social services and investments in infrastructureral economic development. From an economic
point of view, t can distort the market mechanisms, depriving consumers angroducers of the benefits of fair,
free, safe and secure economic commercial systems; andt can harm the reputation of a countryOs integrityf o
banking and finandal services marke place, turning away potential investors?®

There exist various estimates concerning illicit financial flesat the global level. Although they cannot be precise
due to the illegal nature of the transactions,they may help to make sense of the relevance othe problem.
According to the United Nations, money laundering may reach USD 2 tiibtn annually (around 2.5% of GDP
worldwide) with half of this amount coming from develping countries, a figure which is more than 7 timegshe
total inflows they receive fom international aid every yeat? It has been suggested that as many as 3.6 million
deaths could be prevented each year in developing countries iaction was taken to tackle corruption and
criminality behind these illicit flows and recovered revenues weiavested in health systems?

Howcriminamoney is laundered

Money laundering schemes can be carried out in many mébds varying in
complexity, sophistication and geographic scope, but they usually consisof three
main phases®

The first phase is called placement, where the profits of crime enter the financial
system in some form (i.e. they arefurtively deposited at a bank, smuggled over a
state-border or mixed with the financial flows of a legitimate buaess).

The second phase is the layering, whee the illicit fundsare "circulated" many times
through a series of financial transferseither nationally or all ovethe globe, in order
to hide theirillegal sourceand beneficial owner(s) The more often the money gets
transferred around the globe inthe layering phase, the less traceable its criminal
origins are.

In the third phase, called reintegration, the laundered moneis reintroduced in the
legitimate economy, for example by buyingproperty in the real estate sector, by
investing it in the fimncial market, buying companies or simply buying expensive car
and jewels.
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7 Financial Action Task Force (FATF), OMoney Laundering@;//www.fatf -gafi.org/fag/moneylaundering/

18 ibid.

* Pietschmann T. & Walker J. (2011), Estimating illidinancial flows resulting from drug trafficking andther transnationalorganized crimes,
United Nations Office on Drugs and Crime, Available ahttps://www.unodc.org/documents/data -and-

analysis/Studies/lllicit_financial flows 2011 web.pdf

20 https://s3.amazonaws.com/one.org/pdfs/Trillion Dollar Scandal_report EN.pdf

2L United Nations Office on Drugs and Crimes (UNODC), OMonawidering cycleGnttps://www.unodc.org/unodc/en/money -
laundering/laundrycycle.html
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The OlayeringPhase is often crucialin a typical money laundering schemeOnce the corrupt have stolen the
money, they typically wish to make it as difficult apossible to trace the illicit assetdo the original theft and prevent
law enforcement authorities from being abldo discover their identity. This can be done in many ways.

The most common way for is the use of complex networks of anonymous shetompanies spanning multiple
jurisdictions. The money trail can be concealed even further by using third partiesna nominee agents who act
on behalf of corrupt individuals.

An anonymous company is a corporate vehicle registed in a secrecy jurisdictiod P a place where details on who owns
companies are kept hidden from the public view.

A shell company is a corporate vehicle with no act business operations, assets or employees. The USr€asuryOs Financial
Crimes Enforcement Network defines them as Ongublicly traded corporations, limited liability comparis or trusts that have
no physical presence beyond a mailing address and generatettlie to no independent economic value®&Shell companies can
be anonymous too, if they are registered in a secrecyjurisdiction, however the terms are not interchangable.

Nominees are individuals (or sometimes entities) who have beenpaointed to act as directors or hold shares on behalfof
someone else, either by contract or other instrumentsuch as power of attorney?

There are two broad categories of nhominees: professionalssuch as lawyers or Trusts and offshore firms offering nomiree

services; and informal nominees, such as family memberdriends or close associates who play the role of front@n for the

beneficial owner. While some solutions exist to redate the former categry, regulating informal nominee is obviously
challenging.
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In arecent review of 213 instances of grand corruption over the last 3¢ears, the World Bank found that in more
than 70% of the cases the ownership of stolen funds hadeen disguised through the misuse of corporate entities,
half of which were anonymous shell companieg? In many cases, these were registered in offshore fancial
centres offering very little or no cooperation in disclosing relevant infmation on their beneficial ownes.

The definition of offshore financial centre (OFC), implying the adi&l movement or use of money across borders,
applies to any location that seeks to attrat capital from non-residents. By offering politically stable facilities,
secrecy, lax regulations,specialized financial instrumentsand low/no taxes offshore financial centres have often
helped individuals and corporations as well as criminals and tax abusers to gefround the rules, laws and
regulations of jurisdictions elsewhere, be they related to omey laundering, taxation or simply market
competition.®

In fact, OFCs play a very central role in todayOs global economy, as suggesteddigtistics assodated with them.

A study by Tax Justice network estimated that, in 2Q0, between $21 trillion and $32 trillion was hidig in more

than 80 OFCs, while privileged elites in 139 lower and iddle-countries had $7.3 to $9.3 trillion in unrecorded
offshore wealh.?

The global relevance of offshore financlecentres was demonstrated when on 3 April 2016, journalists from 107
media organizations in 80 countries exposed the secalled OPanama PapersO, the biggest leak of information ever.
The 2.6 terabytes of infornation leaked from the Panamanian law firm Mossack Fonseca contained 11.5 million
documents, confidential records of 214.000 offshore companies with onnections to around 140 politicians and
high-level public officials around the globé®

Apart from massivetax fraud by private persons and firms, a second group of ases shows how officials, ministers,
and even heads of state used complex offshorestructures to cover up conflict of interest or even comption and
embezzlement, while a third group of cases expses the use of these structures by outright criminal organizations
for laundering the profits of their illegal activitie¥.
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22 Stolen Asset Recovery Initiative (STAR)/World Bank/Unitédiations Office on Drugs and Crimes (UNODC) (20)1The Puppet Masters:
How the Corrupt Use Legal Structures to Hide Stolen Assis and What to Do About It
https://star.worldbank.org/star/sites/star/files/puppetmastersvl.pdf

Zshaxson N. (2012)., Treasure Islands: Tax Havens artie Men Who Stole the Wold, London: The Bodley Head

2 James Henry, OThe Price of Offshore Revisited, Tax Justice NetworkO, July 201ailable at:
https//www.taxjustice.net/cms/upload/pdf/Price _of Offshore Revisited 120722.pdf

% |nternational Consortium of Investigative Journalists (IC1J) (201®The Panama Papers@ps://panamapapers.icij.org, [accessed 16
December 2017]

% Obermayer B.& Obermaier F. (2016), The Panama Papers, London (UK): Omerld Publications
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As documented by the Panama Papers,n the creation of complex offshore structures behindcomplex money
laundering schames, criminals usually purchase fiduciary or intermedliy services from a range of financiadnd
non-financial companies and professionals who, wittingly red unwittingly, facilitate the schems. Among others,
these professionals can include lawyers, accowntants, and Trust and Company Service Providers (TCSPs)

A recent review of foreign bribery cases publishedypthe OECD showed that 71% of the incidents involve bribes
paid by intermediaries, such as agents, front companies andawyers?’ This illustrateshow professionals in the
legal, finance and accountancy sectors are often critidato supporting a series of financial transactions to give
illegitimate wealth a face.

Among professional intermediariesTrusts and Company Service Provider§TCSPs)and offshore agents such as
Mossack Fonseca,are particularly vulnerable to the risk of money laundering, due to the naturd their activities.
TCSPs are firms whose core business consists in the incorporation of companiegrusts and other corporate
vehicles across multiple jurisdictions and the provision of a wide range of acce®ry administrative services,
including the filing of tax paperwork, the provision of reigtered addresses and the appointment of hominee
directors.”®

TCSPs can also act as ObusinesstimducersO, helping new companies gain access to bank aounts around the
world. This enables the individuals behind the compay to pay funds into it and move the money to other
jurisdictions?®

There is a large variety of kinds of TCSPs in size and natur€hey may be a single individual operating through a
website, or a small law or accounting firm. Or they mabe wellestablished organisations, employing hundreds of
people and administering thousands of companies at the samertie. The level of vulnerabity for money laundering
posed by TCSPs will usually depend on the relative size of ¢hsector within a domestic economy. Howeveras
online incorporation services make it extremely cheap and easy to incorporate froanywhere around the world,
it has beenparticularly difficult for competent authorities to find ééctive measures in order to supervisehem.

While over the yearsextensive anti-money laundering responsibilitiehave beenapplied to financial institutions,
they have not extended to all of the professional services that act as gatekeepers to the finaial system, and this
has left significant professional sectors with almost no deterreist against working as enablers for corrupt
networks.*
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27 Organization for the Economic Cooperation and Develapent (2014), Foreign Bribery Report, accessible at
http://www.keepeek.com/Digital-Asset-Management/oecd/governance/oecdforeign-bribery-report 9789264226616-en#page4

% Stolen Asset Recovery Initiative (STAR)/World Bank/Unitédiations Office an Drugs and Crimes (UNODC) (2011), The Puppet Masters:
How the Corrupt Use Legal Structures to Hide Stolen Assis and What to Do About It
https://star.worldbank.org/star/sites/star/files/puppetmastersvl.pdf

2 Transparency InternationalUK (2017), OHiding in Plain Sight: How UK Companies Are lds® Launder Corrupt WealthO,
http://www.transparency.org.uk/publications/hiding-in-plain-sight/#.W|6iTVKZPVr

% judah B. & Li B., Kleptocracy Initiative (2017), OMoney Laundering for'Q%entury Authoritarianism: Western Enablement of KlepcracyO,
Hudson Institute, https://www.hudson.org/research/14020-money-launderingfor-21st-century-authoritarianism
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2.Intenational anf@luropean Amfiloney Launderi@tandards

Over the years, the international community has sehe standards for anttmoney laundering (AML) regulation, by
adopting several agreements and conventions whose common denominator is crimalization of money
laundering and the prevention of tle abuse of the financial sector for illicit purposes

The FnancialAction Task Force (FATF)wvas created in 1989 on the initiative of the G8The role of thisinternational
organization is to issue regularly updated recommendations which aim teet legishtive and regulatory AntiMoney
Laundering (AML) standards. In 1990, the FATF issued its famous 40 Recommendations, oducing the basic
requirements of AML policy Following the 9/11 terrorist attacks, FATF's mandate was extended to include the
combating of terrorist financing, issuing a further nine specially focused remmendations. The FATF 40
Recommendations have over the years represented a béprint for AML legislation adopted by the European
Union.®

The EU adopted the first AntiMoney Laundering Drective (AMLD) in 1991, with theaim of protecting the stability
of the Single Market and its financial systenagainst the negative and distorting effects of the laundering of gninal

funds. Subsequent EU Directives(2001, 2005)were amendedto expand the list of predicate offenses for money
laundering to terrorist financing®

The 3rd EU AMLD(2005) introduced a major reformin the general approach to the fight against money launering
in the European Union®® With the new system in place, called RiskBased Analysis (RBA)System, significant
responsibiity for the protection of the financial system against moey launderingwas given to barks and financial
Institutions making them liable to prosecution for unreported transations later discovered to be mamey
laundering. In turn, they were allowed to adopt OpersatizedQisk-assessment programs reflecting their clientele
and global position, while government authorities would serve as OwatobgisO through regular inspection

The indirect character of thecurrent international Correspondent Banking System makeselationshipsbetween
banks vulnerable to misuse for money launderingOn a general level, iconsists in one banks (the correspondent
bank) carrying out financial services for another bankhé respondent bank). By establishing networks of a
multitude of correspondent relationships at the intenational level, banks areable to undertake financial
transactions in jurisdictions where they do not have office¥.

As a correspondent bank may carry out sevices for clients of another bankthe integrity of which has not had

verified beforehand. Thus, it is dependent on regulains and AML standards by all banks in all countries being
OequalO. This, however, is not always true, as impkemation of AML lawsand compliance with regulations by
banks is generally not uniform, constituting a weaknessof the global financial system and allowingmoney

launderers to exploit the loopholes deriving from differeregislation across countries®®

Acknowledging this, the 4th EU Anti-Money Laundering Directiveb alopted in June 2015 and implemented by
EU Member States at the endof June 2017 Preflects the need for better international cooperation, information
exchange and transparency in the field of money laundering aneflected in*’
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3 Tsingou E. (2010), OGlobal financial governance and the developing -antiney laundering regime: What lessons for International Political
Economy?0, Internation#olitics, 47:6, 617-637

2 ibid.

% Directive (EC) 2005/60 of the European Parliament andf the Council on the prevention of the use of thdinancial system forthe purpose
of money laundering and terrorist financing

3 Kegs W. & Georgieff A. (2013), The Threat of Russian Criminal Money: Reassessing EbtiAVioney Laundering Policy, Stockholm:
Institute for Security and Development Policy, p.34
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The current international and European AML policis based on four key pillars: Custmer Due Diligence (CDD),
reporting obligation record-keeping obligatbn; and enforcement, which can be both preventiveand repressive
character.

Customer Due Diligence (CDD)

The aim of Customer Due Diligence measures is to prevent banks armther financial and nonfinancial institutions,
such as Corporate Service Providers from dealing with lmown customers of businesses which they do not fully
understand. For this purpose, they are required to obtain adequatenformation on the nature of the business their
potential client is conducting andverify the identty of their beneficial owner(s)

In order to be more effective, institutions are allwed to perform customer due diligence measures on the basis
of the risk-based approach® In case of highrisk clients, such asshell companies, Politically Exposed Persons
(PEPs)and clients from highrisk third countries financial institutions are requiredo conduct Enhanced Due
Diligence (EDD) procedures. Theséclude gathering more specific information on
a customerOs source of funds or wealth, a closer monitoring of transamtis and
approvalfrom senior managementto conduct business with the highrisk customer
in question

Banks may also decide torely onthird parties such as agentsand TCSPsin order
to conduct Customer Due Diligence and/or introduce busines. However, according
to FATF rules,in these casesthe ultimate responsibility for CDD measures rema
with the financial institution, which has to make swe that the third partyis regulated
and supervised, and that it has measures in place for compliance with CDD an
other AML requirements. Financial institution also must assess tHevel of AML risk
posed by the country where the agent is operating front°

One of the major innovatiors introduced by the 4™ EU AML Directive is theOCentral
Register of Beneficial OwnershipO. This means that mpanies and other legal
entities are now required to maintain acurate and current information on their
ownership structure, with the obligation to identify the individuals infeective control
of the entity and provide such information to government and law enforcenrg
authorities**

Information on beneficial ownershp is to be collected and held by each Member Statein a central register
accessible to banks, law firms andany person or organisation that can denonstrate a legitimate interest(a
formulation that carries its own problems, as it wilbe discussed shortly below). The Directive also requiresall
member states to set up centralised national bank ancgayment account registers, and to make all informatio
on the holders of bank and payment accounts available to government&.

RN NANA RN RRARRNARANNRRRRARRTIAR|

3 Unger B. et al. (2017), OOffshore Activities and Monkaundering: Recent Findings and ChallengesO, Studgmmissioned by the European
ParliamentOs Panama (PANA) Inquiry Commit{ge28

* Transparency International, OClosing banks to the corrupt: the role of due diligence and PEmsflicy Brief #5/2014,
https://www.transparency.org/whatwedo/publication/policy brief 05 2014 closing banks to the corrupt the role of due diligence

‘0 FATF (D12-2017), International Standards on Combating Money Laundering and the Financing of Terrorism & Prolifesat
Recommendation 17, http://www.fatf -gafi.org/publications/fatfrecommendations/documents/fatfrecommendations.html

“! Directive (EU) 2015/849 of the European Parliament aof the Council on the prevenion of the use of the financial system for the purposes
of money laundering or terrorist financing

2 ibid.

14 Connections



Reporting and reckesgpingbligations

The second key element is the obligation for institutions to report on their own initiative- suspicions of money
laundering or terrorist financing to the competent authdty, the Financial Intelligence Unit (FIU), which is a cealr
national agency responsible for receiving, analysing and transmitting, to the compent authorities, disclosures
concerning potential illicitfinancial flows:*® Such disclosures are commonly known as Suspicious Tmasaction

Reports (STRs) or Supicious Activity Repats (SARs) and the format and criteria they should assumevary

according to the jurisdiction in object.

According to Europol, STRs are a core investigative tool. They providéndications not only on the movements of
the funds (origin, transfers, destindbn, beneficiaries), but also to reconstruct the geogralpic movement of
criminals and their current location. Moreover, they allow for the ideritition for participants ina criminal network
and provide the basis for seizure/asset confiscation opportunies. They can also be used for tackling a number
of offences such as tax fraud and terrorist financing? For all these reasons, it is important that financial institutions
and other reporting entities file highquality STRs to authorities, and that authoties provide in turn meaningful
feedback on the reports received.

The record-keeping obligation entails the obligation for institutions té&eep the identification documents and all
transaction data stored for a period of atleast five yearsfollowing the carrying out of transactions. The purpose
of this requirement is twafold: on the one hand, it enables supervisory authoiiiés to check compliance with AML
rules, while on the other hand it enables law enforcemenauthorities to gather evidence i case of criminal
prosecution.*

Preventive enforcement

Under the RiskBased Analysis system, State authorities mustegularly supervise financial ad non-financial
institutions on their compliance with anttmoney laundering obligations, and sanction them in case of non-
compliance. The FATF Recommendationsstipulate that there must be effective, proportionateand dissuasive
sanctions toldeal with non-compliance by obliged entities:®

Supervisors arealso responsible for maintaining awareness of money laundergresponsibilities within their sector
and should provide clear and consistent signals to firms about the imptance of AML measures?’

Effective regulation requires adequatelyesourced supervisors who can target their resources where thewill

have the biggestimpact, encourage compliance through voluntary measuresvhere it is possible, and provide a
significant set of penalties of monetary or other nature as a deterrent against noncompliance. Achieving effective
implementation of regulations and a business mvironment that meets the standards set out by lawalso requires

proportionate and transparent enforcement, and a detailed angkis of risk.

The 4" EU AML Directiveemphasisesthe risk-based approach to antrmoney laundering at every level. It directs
Member States to commission national risk assessments, riins to develop riskbased policies, and practitioners

to conduct customer due diligence in a riskbased manner. In addition, firms with majorityowned subsidiaries

located in other countries where theminimum AML requirements are less strict than those ofie Member State

must implement the requirements of the Member State at thse subsidiaries?®
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Transparency and accountability are particularly important parts oény regulatory system. Like the police,
supervisors should be exposed to public scrutiny about whatimpact enforcement activities are having, and
whether these have improved compliance, or remediedhe harm cause by regulatory norcompliance. Relevant
regulators should publish the details of abanctions they impose and the details of their enforcemat policy, which

is a legal document that explains how they intend to us¢hese sanctions in practice?®

Repressive enforcement

The repressive part of antimoney laundering policy aims at punishig launderers usually through the use of
criminal lawand the freezing, seizure and confiscation of asset®’ Thiscan play a crucial role in fighting organised
crime, interrupting its business cycle, protecting the legal economy againgtfiltration and retirning criminal profits
to citizens. In recent years, the confiscation of criminal procegs and criminal assets hasbeen listed as strategic
priority by the EU Internal Security Strategy (IS$).

However, despite theirimportance, prosecution and confiscaion of proceeds of crime at the intenational and
domestic level haveproven to be very difficult over the years and the existqhdata paint a bleak picture. According
to the United Nations Office on Drugs and Crime (UNODCJ4s than 1% of global illicifinancial flows are currently
being seized and forfeited®® The figures are very similar with regard to the Euro@as Union. Fom 2012 to 2014
just 2.2% of the estimated proceeds of crime were proisionally seized or frozen, and only 1.1% of the criminal
profits were ultimately confiscated at the EU levef

According to Europol, one of the mainreasons for the low performanceof repressive enforcementhas beenthe
fragmented cross-border cooperation and informaton exchange between FIUs and law enforcement athorities
(LE#As) across the world.>*

The impact of new technologies on the financial system and the developnm of borderless virtual environment
call for reflection on how to adapt policies which are meant to be supersed only at the national level, whe the
underlying business (and the threats related to it) is already transnational andfgalised in its own nature.

=
=
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The B EU AntfMorey Laundering Directive

In July 2016, after the initial public outrage in congquence of the Panama Papersand the revelations of the
significantinvolvement of individuals, firms and banks fromhte EU in the schemes, the European Commissioset
up a proposal to amend the 4" Anti-Money Launcering Directive®

Apart from further tightening the screws of the EUanti-money laundering system this envisagespublic access to
a limited set of information on beneficial ownershipf companies and specific kinds oftrusts and similar legal
arrangements (name, birth date of the beneficial owner, business atfess, nationdity and description of how
ownership or control is exercised).

As recognized by the European Commission in its owrimpact assessment at present, access to beneficial
ownership information is quite restrictive in the Eland left at the discrdion of the single Member State with
access granted exclusively to law enforcement authorities, subjects of theML law and few designed parties with
a Olegitimate interest®This goes against the public interest, as it hampers theeUOs longerm objective of
ensuring consistent and harmonised practices across the Union, and makes transnational investigatis more
costly and cumbersome due to slow procedures of Mutual Legal Assistance.

Trilogue negotiations between the European Commission, th€ouncil of Ministers ad the European Parliament
went on throughout he whole 2017, with the main point of dispute being privacy issues ralted to the collection
and publication of personal information on teneficial avners of trusts, opposed by the Council of Ministers®’

A final agreement was finally reachedunder the Estonian presidency of the EUn late December 2017 according
to which national registers of beneficial owners of compaies operating in the EU will be interconnected and made
freely accessible to the general public.”® The agreement also includes other proposals which are expected to
enhance the resilience of the Union against money launderingor example,public authorities will have acess to
real estate ownership; there will be tougher criteria for asseing third countries with an increased risk of money
laundering; protection of whistleblowers who report moneyaundering from discrimination in the workplace and
protection of their identity>®

If strongly implemented, the agreement will bea major step forward bwards a better European AML system.
However, some major loopholes will still need to belosed in the future. For example, registers of trsts and other
legal arrangements will be accessible only from those with lagitimate interest, while companies andrusts located
in third countries but with business ties to the Europearunion will not be included in the national registers.

The global impact of the Pamma Papers can serve alone to demonstrate the benefits of public disclosurefo
beneficial ownership mformation: eight months after the scandal, at least 150 inquiries, auits and investigations
had been announced in 79 countries around the world and governments were investigating more than 6,500
taxpayers and companies, and had recouped at least $110 riflion so far in unpaid taxes or asset seizure&’ There

is also a business case for greater beneficial ownershipansparency. A survey by the accountancy firm Erns&
Young found that 91% of senior executive believe is important to know the ultimate bendicial ownership of the
entities with which they do business’*
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3. Money laundering in the-Bostet spaand the role of Latvian banks

Systemic corruption has been a particularly persistent problemin the countries of the former Soviet Union in
Eastem Europe and Central Asia.lt has excluded their populationsfrom enjoying the benefits of economic
development, complicatingdoing business there and impedingengaging in mutually beneficial economic or social
partnerships.

In many cases,corruption in the post-Soviet space has seen the emergence of powerfukleptocratic networks
operating across states andweaving together publicsector, state-owned enterprises, private businessesas well
as outright criminal organizations? The capture of important insttutions by powerful poltical and business elites,
and the failure to consistently prosecute those who abuse power for privatgains, have seriously undermined the
democratic progress, reducing the political and social liberti®of their populations.

Much of the resilienceof corrupt networks in the post-Soviet space has derived from their ability to effectively
accumulate, hide, transfer and use enormous amours of stolen wealth to expand their control o key state and
private institutions. This has entaled the running of sophisticated money laundering schemego OlayerO funds into
the global financial system often through the use of Omoney laundering platformsCrhese are networks of
anonymousshell companies with accounts in a group of collaborave banks, through which the funds are handled
in such a way as to systematize complex chains ofransactions and obscure the flow of illicimoney, hiding the
perpetrators.®

For investigators and law enforcementwuthorities across the worldit has beenmore difficult and frustrating to go
after money laundering platforrs, since they have beenusually characterized bythe OmixingO of the illicit funds
from different criminal activities and the almost comiete lack of any ownership link between the source bfunds
and the group of shell companies which allows perpetrators to hide their identity and avoid prosedion.®

Given current difficulties in determining the identities of trs® truly benefiting from offshore corporations and their
transactions, banks aroundthe world that take money without carefully examining the ownershiptsucture of the
shell companies investing it should probably considered askey enablers of kleptocraciesO money laundering
schemes, although their involvement may bén many cases unintetional

As emerged from several investigationsin the course ofthe last decade and at least up to 2016,Latvian banks
played a key role infacilitatingthe laundering and the movement ofmassive sums ofillicit fundsfrom the former
Soviet Unioninto the international financial systemysually figuring in conjunction witttheir depositorsBplatforms
of anonymous shell companiesregisteredin multiple offshore jurisdictions’®

These platforms were prominently used to carry out OtradébasedO money laurering (TBML), consisting in the
use of complex schemes of fraudulent trade transactions in an attempt to legitimizide illicit origins of the funds
by means of misrepresentation of price, quantity or qualitpf imports or exports (also called misinvoicing3” In
other instances, they wereused to set up complex chains of fictitious loans between the shell companies, so that
perpetrators can create an information trail to justifyransfers of criminal proceeds through banking channel®
without any economic reality*®
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Latvian banks were mentioned, for example, ithe OMagnitsky affairO, in whichetween 2007 and 2008, $230
million were fraudulentlystolen from the treasury of the Russian Federatioby a criminal network which included
Russian top public oficials. Of the stolen $230 million, at least $63 midih passed through six Latvian banks,
where offshore shell companies used for the fraud Hed accounts. Sergei Magnitsky, the lawyer who discovered
the fraud, was eventually arrested by the Russian authities and died in jail amid alleged violations of huan
rights.®® As law enforcement investigations unfoldedit was found thatthe shell companiesused in the fraudwere
part of a wider network, used for otherbunrelated B noney laundering schenes around the world also featuring
Latvian banks. Among these were the laundering o$40 millions ofdrug profits from the Mexican cartel Sinaloa,
the laundering ofaround $800 millions in criminal proceeds froma Viethamese smuggling ring, and a510.4
millionsfinancial fraud conducted by theUS investment firmRockford. °

In other instances,political and financialelites from former Soviet statesendangered by rapid political and social
changes in their countries, were able to route their capital through Latwisbanks in order to circumvent scrutiny
over their transactions and secure their financial assets by vimg them to various offshore jurisdictions across the
world.” For example, a 2012 report from Global Witness shows how in 2010 the former Presiaht of Kyrgyzstan,
Kurmanbek Bakiyev, used a shell company registered iBelize with accountin a Latvian bankto wire offshore
$31.7 millions of embezzled state funds, just before being overthrown by eevolution.”” Another examplerelates
to the Kazakh banker Mulhtar Ablyazov, who was accused of defrauding over $10 billion from the Kazakh bank
he was in charge of through 30 offshore shell companies managed by Latvian nhominee directorAccording to
investigations, about $1 billion dollar went through four Lizian banks.”

Latvian banks were also mentioned in esme of the biggest ard most complex money laundering schemes
operating in Eurasiarunning over extended periods of timeBbsometimes yearsband involving thousands ofshell
companies and tens of thousands of ransactions These have been labelledOlaundromats®y investigatie
journalists across the world.In recent years, laundromats have been exposed inveing Russia, Moldovd* and
most recently Azerbaijar®, with illicit funds totalling up to! 90 billion from just these countries. Tie laundromats
were used by politicians, public officials, organizg criminal groups and ordinary businesses to embeZe funds,
disguise the origins of money, evade taxes or sanctions, papribes, or move funds from high corruption isk
environments to safe markets and secure offshore location&.
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All the investigatons also revealed the key role played by a range of intermediariédsuch as Trust and Corporate
Service Roviders, lawyers, lobbyists and middlemerbin enablirg money laundering schemes across the world
by offering a range of services, including theen-masse creation of anonymous shell companies equipped with
nominee directorsand the opening o bank accounts for them in partnered banks, including Latvian ones

The level of involvement of these organizations with corrupt networksinning money laundering schemes has
varied On the one hand of the scale, they were active and integral part of theetworks, providing specificservices
to the members; at the other end of the gale, they appeared toprovide on-demand services to all comers without
guestioning too much the purposes of the operations they werehelping with.

The tracing of these actors and the extent of their activities lbeen difficult due to their loose transmtional
structures and the shifting collaborations with each dter. This was facilitated by their opaque nature and the
scarcity of both information and controls, at the natinal and international level, on the sector, hinderqimoney
laundering investigations.

3.1Financial logistics services

Upon examination of documented instances ofllicit financial flowscentred in Latvia,while the period where the
biggest money laundering schemes goes from 2009 to 2016the banking institutions at the centre are ahost
always domestic banksprimarily serving foreign customers The reasms for this liein some unique features of
LatviaO®anking sector and its development after the global financiadrisis.

The largest banks in the country are Nordi@wned banks, controlling large part of the overall banking assets and
dominating the retail and domestic lending sectors. As suchlLatvia-based commercial banks have turned to

attracting deposits and business fromcustomers in the countries of the former Soviet Unioras their main source

of growth.”” However, differently from otherfinancial hubs such & Switzerland and Cyprus, wherebanks are

focused on attracting non-resident customers@noney for long periods and maintaining the value of deposited
funds, Latvian banksspecialised inshort-term, on-demand deposits, used to facilitate the transit of funds from

one jurisdiction to another’®

In 2012, the Latvian regulator, the Financial and Capital Market Comssion (FCMC)acknowledged this business
model, referring to it asthe provision of "financial logistics servicesbthe Oexport of financial services that improves
also the payment of balance sheet in Latvia®.While this business model was pioneered by Latviandnks, it has
also existed in countries as diverse as Moldea, Cyprus, Belarus, Kyrgyzstan, Estonia and Lithuanf&.

Theattraction of non-resident deposits from the brmer Soviet Unionin Latvia has been favoured by a combination
of different factors.Apart from the strategic geographic position of thecountry, the stabilisingmechanisms put in

place in the financial sector in the aftermath of th€007-2008 global financial crisis,as well as EU membership,
allowed Latvia to become a securefinancial location,offering legally protected banking services angranting easy

access to the banking system of the European Uniori:

Latvian banks®usinessin Eurasia hasalso been facilitated by their ability to provide banking servicesn Russian
language and by the establishment of representative offices in Russia, Ukra, Moldova, Kazakhstan, Belarus,
Uzbekistan and Azerbaijan. Through these offices antheir websites, Latvian bankshave advertised a wide range
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of corporate services (i.e. company incorporation and remotaccount management) as well aghe extent of their
correspondent banking netwok, the speed of account opening andthe speed of transactiong) wiring?

As a result ofthe export of financial bgistics services non-resident deposits in Latvian banks had increased by
32% from 2010 to 2013, making up 49% of all bank deposits held in Latvi&® According to the International
Monetary Fund, in 2013, the vast majority (80%) of Latvian banks® nernesident deposits was made up by
individuals and entities from the former Soviet Union. 90%f them owned their deposits via legal entitie most

of them shell companiesD ncorporated in jurisdictions outside the FSU*

With the acceptance of Latvia into the Eurozone, baking connections and transfers became much easierYet,
despite this, domestic banks did not concertrate on opening subsidiaries or banking offices in otheEU Member
States. Instead, they focused on opening offices ifEurasia to court nonresident depositsfrom those countries®

According to a 2015 OECDreport on Latvia and foreign bribery, some bankstated that more than half of their
deposits originated from outside Latvia, while others said to &ave more than 90% of their assets and liabilities
linked to non-resident deposits® The same report foundloopholes in the regulatory framework which allowe
banks to de-prioritize the risk coming from nonresident deposits originated in the érmer Soviet Union.Moreover,
the in-taking of non-resident deposits itself was not listed among financiahstitutionsO activities considered at risk
of money laundering®” The amount of nonresident deposits reached its peak in 2015, when they costituted
53.1% of overall deposits in Latvian banks, a sum equivalent to 40% of lteian annual GDP%®
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Eventually, it emerged that weaknesses inLatviaOs AML systemcombined with their extensive correspondent
banking network and the untraceable ownership of their cliet offshore companies allowed for the injection of illicit

financial flows worth billionsn the global financial system.

This was demonstrated when between 2014 and 2017, investigative journalists from the NGO OCCRP
(Organized Crime and Corruption Reporting Project) @hmedia organizations from 29 countries exposed the
details of the so-called ORussian LaundromatO, labelled by some as the Obiggest money lauingesystem ever
operating inEastern Europe® The investigationsrevealed how, beaween 2009 and 2014, a transnational criminal
network of about 500 individuds encompassing Russia, Moldova and Ukraine laundered deast $20.8 billion
dollars of illicit funds from 19 Russian banksby using a platform of 21 shell companiesregistered in the UK,
Cyprus and New Zealandbwith accounts inthe LatvianTrasta Komercbanka andthe Moldovan Moldindconbank.

How did the Russian Laundromat work?
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The platform of shell companies used in the Rssian Laundromatoperated 26,746 payments to other 5,140

companies with accounts at 732 banks in 96 countries, allowing for the money to be anonymously dissipated
across the global financial system passing without obstacles even through some of the worl®s biggest banks
Of these $20.8 billion, nearly $13 billion passed ttough Trasta Komerchanka®

Between 2012 and 2015, the same period in which the Global Laundromat sheme was taking place, Moldova
and Latvian banks were protagonist of another huge fraudA criminal network with connections to corrupt
individuals in Moldovan political paréis and government institutionsfraudulently acquired ownership of and stole
around $1 billion from three Moldovan banksThis was made through a network of UK shell corpanies with bank
accounts in three Latvian banks? The consequences ofthe robbery were devastating for Moldova, as the banks
had to be rescued with money from the public coffers, depriving Moldova of 12% dfs annual GDP and throwing
the country into pdlitical turmoil®?

Latvian bankscarried many responsibilities irenablingthese and several other money laundering schemes over
the previous years Their business modelhad been characterized by disproportionately high money laundering
risk appetite, not corresponding to the capacity of those banks to manage such risksWhile Customer Due
Diligenceofficers had not been able to identify complex related relations beteen customers and analyse activities
of participants in group of companies operating throu) the bank, transaction monitoringsystems were outdated
and systematically failed in detecting the large nutrer of ongoing illicit activities’®

The scandals also exposed major weaknesses in the international ancuEbpean correspondent banking system.
As in that period banks in many EU countries were not required to do large amounts of due dience procedures
on transactions not warranting suspicion from banks within the EU what occurred is thatthey trusted the banks
they were receiving money from, thuslayering enormous amounts of illicit funds often unknowingly. The speed
at which wire-transfers of money was made exacerbated the effect?*

The role of Latvian banks in facilitating iiit financial flowshas gone evenbeyond the post-Soviet space, with
detrimental effects to international security. In Junand July 2017, following an investigation i the FBI, it was
revealed that, between 2009 and 2016 five Latvian bankswere used by the North Korean regime in circumventig
international sanctions targéing its programmes of intercontinental ballistic missiles and nuebr weapons,
including related export of goods and equipment?®

Theillicittransactions, carried out through acomplex chain of offshore companiesdid not directly involve entities
appearing on EU, UN or US sanction lists, which were circumverd by using a network of intermedaries. Despite
the transactions contained red flags such as offshore comanies sharing the same officers and located at the
same address, and cycling payments to thesame beneficiaries, Latvian banks failed to detect thendue to their
weaknesses in internal antimoney laundering systems?® This demonstrates how offshore secrecycan have wider
repercussions in terms of international security.
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3.2Latvian banks, sloelimpanies and money laundering

Chart 2, based on statistics obtained by investigative journalisbraham Stack from the Latvian financial regulator,
the FCMC, shows the percentage of account holdersPDdivided per jurisdiction®in Latvian banksin 2011.%” The
figure is outdated and very likely does not reflect the currensituation; however, itprovides evidence that in that
period Latvian banks prominently relied on shell companies ¢king information on beneficial owners to provide
their financial logisticservices.

While the vast majority of norresident deposits was owned by legal entities registered ipopular secrecy offshore
locations (British Virgin Islands, Panama, Belize, Seyelies, Hong Kong$?, a substantial percentage is made up
of companies regigered in what would be condgdered OonshoreO jurisdictions, such as the UK and Newatand.
As emerged, loopholes in domestic company laws of thse latter countries made it possible to achieve a high
level of anonymity, through scarce regulation of nominedirectors and the provision of specific corporate vehicles
not required to disclose their beneficial owners Indeed, both New Zealand and UK shell companiesvith Latvian
bank accounts have figured prominently in many of the money laundering scandals inwdhg criminal networks
from the former Soviet Union However, this was due not only to the potential anogmity offered, but also to their
impeccable reputation and speedy and lowcost incorporation and maintenance.
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owning non-resident Luxembourg
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According to Stack, there appears to be a trade-off between anonymity andthe Oair of legitimacy@hen
incorporating shell companies.Money launderers, in order to conduct their businessundisturbed, may use
corporate vehicles registered in jurisdictions with lower protection fobeneficid owners than a classic offshore
secrecy haven, but with a better reputation and lowerisk profiles unlikely to trigger red flags® Another key factor
of attraction is the ease of administration (cost and speed of séhg up a new business and maintaining its files)
offered by a determinate jurisdiction.The World BankOsDoing Businessrating'® can be a considered a good
indicator of this, as itis particularly focused on small businesses and shell compaas can be classified as such
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Corrupt networks, therefore,looking for an deal combination of anonymity, reputation and ease of administtion,
may engage in {risdictioral arbitrageDand take advantage of the discrepancies between company laws and
AML regulations across countries in order to incorpora large quantities of anonymous shell companies useful
for their purposes

New Zealand, for examplerates 1% in the World BankOs Doing Business ratirand it is one of the easiest place
in the world where to set up a business:® However, up to 2016, itstrusts and companiesD regimelid not require
maintaning beneficial ownersO details and allowed nominee directofhe country was criticised by the OECD in
2013 for these deficiencies in its antimoney laundering regulations and the ease with whicl®shelcompanies
were being established there as fronts for internatinal laundering of drug money, fraud and terrorism®

It was thanks to information related to one New Zeand shell company, Tormex Limited, with account ira small
Latvian bank that investigabrs were able to unfold the network of around 100 anonymous shell companielsehind
the Magnitsky affair, the laundering of the proceeds of crimfrom the Mexican cartel Sinaloa and a Viethamese
smuggling ring, as well as a financial fraud from a USirm.*®® A number of NZ shell companies were also
mentioned in the Russian Laundromatind had ahigh number of connections with the Panama Papers and related
controversial deals in 2016

Acknowledging the vulnerabilityof New Zealandshell companiesto abuse for money laundering schemes around
the world, the New Zealand government significantly strengthened its anti-money lundering regulatory
framework, introducing tougher disclosure requirements forcompanies and foreign trusts as well asstricter
measures for htermediaries, resulting ina 75% decrease inthe incorporation of companies andforeign trusts
there.’® This indicates that a jurisdiction mayexhaust its reputational advantages when illegal activities are
exposed in the media and governments strengthen regulations as a consequencé®
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International investigations on the evasion of sanittns by North Korea point at the systematic use obffshore
shell companies carrying out complex chains of transans across multiple countries. Thisallowed the rogue
regime to export its raw goods and obtain payments in USdollars in order to fund its intercontinental baliic
missile and nuclear weapons development programmesAccording to a recent report from antimoney laundering
specialist ACAMS, Otracking down the Nth Korean front companies is tricky business, as these havused Oa
series of perpetually evolving sanctiongvasion schemesO, and North Korea has OadvancedO these capabilities
despite international embargoes'®”’

These schemes include, for example, compleXdedger systems tracking debits and revenues between Nith
Korean entities and partneredChinese front companies aimed at exporting North KoraOs raw goods and obtain
profits in US dollars; or the use of shell companies and nomees in secrecy jurisdictios allowing North Korea to
pay its imports fromother countries in US dollars'®® This method was used by a Russian company in June 2017
to receive payments from North Koreafor the shipment of over $1 million inpetroleum products. The scheme
involved two shell companies based in Singapore creating the illusion of transactions betweesingapore and
Russia'®

A recent report from the UN Panel Experts on North Kara, has found that Hong Kongbtogether with the British
Virgin Islandsbhas been one of the busines jurisdictions where North Korea has set up the largesthare of shell
companies used for the evasion of international sanction§? A 2016 report from C4ADS, a Washingtorbased
non-profit firm which conducts datadriven analysis of security issues, iderfied at least 160 Hong Kong
companies indirectly controlled by North Korea through the use of fronten and/or intermediaries™**

Hong Kong appeal for offshore business may derive &m its favourable company incorporation laws.The
jurisdiction ranks5" in the World BankOs doing business rating? To start a company in Hong Kong, one needs
at least one director (has to be an actual person) and a company secretary (whiatan either be a person or
another company, but must be based in Hong Kong) Though the companyOs registered office must be in Hong
Kong, they are allowed to share an office with theicompany secretary and neither technically has t@perate out
of that address, even thoughdoing this is considered a red flag for money laundering inveigfations.**

According to CNN, to service offshore clients, there are plenty of OsecretarirvicesO that provide company
directors abroad with assigance. An exampleof this is represented by Unaforte Limited Hong Kong and its listed
company secretary, Prolive Caisultants Limited, both accused of helping North Korea access the global financial
system. As reported by CNN, while UnaforteOs company information shows up in Hg Kong public register of
companies, the name of just one individual from the Caribbean islanof Dominica appears, with only apassport
number, not a phone number***

The ink between Latvian banksand the North Korean network is substantiated by the high percentage of BVI
companies and the presence of HongKong companies among the depositors, as mted by statistics above.
Although it may be that not all of them were involve in the schemes, investigations suggest there is #igh risk
that a majority of them was.
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Connections with the United Kingdom

In recent yearsthe UK hasalso become an attractive place for money launderers and corrupt networks aroud
the world to set up shell companies.This is due to the good reputation of the jurisdiction, the ease of settg up
a business there and the potential anonymity of its corporate vehicles.

Whereas ncorporating a company in the British Virgin Islands may cost around £1,000 and take a nuwer of
days, formation of UK companies may cost as little as £12 andake just few hours™® Up to June 2016, when
the UK government set up the public register of benficial owners in response to the PanamaPapers, it was
possible to incorporate most of them without revealing the identity of their true owners.

An open source analyss conducted by Transparency InternationalUK has identified 766 UK firms used in 52
major high-end money laundering schemes around the world, worth arond ! 90 billion in illicit wealth!'® As
revealed by severalinvestigations over the years the combination of British shell companies with Baltic &nk
accounts was particularly common to move licit funds from the former Soviet States into the interational financial
system. According to data obtained by OCCRP for UK, of 440 UK shell companies used in the Russian
Laundromat, 392 of these had accounts in the Baltics, with 270 firms using Latah banks and 122 using Estonian
banks.'’ In the Moldovan bank robbery, UK shell companies wit accounts in three Latvian banks were used in
all the phases of the scheme.

Chart 3 - Jurisdictions of the banks where the 440 UK-registered shell companies used in the Russian Laundromat
held accounts. In dark grey, number of companies with accounts in Latvian banks; in light grey, number of companies
with accounts in Estonia banks.

Source: Transparency Internationak UK, ®liding in Plain Sight: how UK companies are used to launder corrupt wealth O

Among UK shell companies used for criminal activitiespf particular concern havebeen partnership structures
such as UK Limited Liability Partnerships (LLPs) and Scigh Limited Partnerships (SLPs)which together made
up around 75% of firms identified by HUK open source analysis'*® The reason why these vehiclehiave been so
attractive to money launderers is that loopholes in the UK AMLegulations have not equiredto list real people as
their partners, thus allowing them to be anonymously owned by two companies potentially basd in secrecy
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havens!*® In practical terms, thishas meant that money launderers could set up vast networks of hundredsf
UK corporate entities and interlinked partners basedn secrecy jurisdictions, making it almost impossile for
investigators and LEAs to identify the people behind them

Investigative journdists at Bellingcat have analysed the incorporation documeas of all the 5.216 SLPs
incorporated in 2016 and found that 94% of these werecontrolled by corporate partners, among which 71%
were based in secrecy jurisdictions (Seychelles, Bigk, Dominica, S Kitts and Nevis, Marshall Islands) and only
5% in the UK. Due to their involvement in several money launderingases related to Latvian banks, he 2017
NRA pointed out that UK companies constitute one oftie major threatsto LatviaOs financialystem.***

The abuse of UK LPswith Baltic bank accounts was also evident in the secalled OAzerbaijani LaundromatO, a
complex $2.9-billion money laundering scheme ran between 2012 and 2014 by the Ambaijani eliteto curry
influence, pay lobbyists, apologists and Eopean politiciansin order to promote a favourable image of Azerbaijan
across the world.**> The scheme was carried out with fourUK Limited Partnershipswith bank accounts in the
Estonian branch of Danske bank.The LPs(artners were all anonymous entitiegegistered in the British Virgin
Islands, Seychelles and Belizé?®

Latvia was also mentioned in connection with the schemeln what has been called OCaviar DiplomacyO case, one
Latvian bank was allegedly used to pay part of &2.3 million bribe { 220.000), paid by Azerbaijani lobbyists to the
ltalian politician Luca Volonts,former chair of the centreright European PeopleOs partin the Parliamentary
Assembly of the Council of Europe (PACE¥. This was made order to influence and distort, in favouof Azerbaijan,
resolutions related to the alleged violation of human righty the government in various political elections held in
the country. The rest of the bribe was paid bythe UK shell companies with account in the Estoia.'*

In the last two years, the British government has seght to put an end to the widespread abuseof UK companies
for illicit purposes, taking measures to increse transparency d company ownership and control. by setting up a
public register of beneficial ownersn 2016 and requiring UK Limited Companies and Limited Liability Partnerships
to file annual accounts for availability to the publi€® In June 2017, the UK Governmentalso brought Scottish
Limited Partnerships under the beneficial ownership regime, thus closing the loopholehich had allowed these
corporate vehicles to be owned anonymously by two offshore partners andeducing their vulnerability to abuse?’

However, an analysis by Bellingcat and the Scottisklerald shows that risks remain with 16,000 SLP$ 60% of
the active partnershipsb rot complying with the new laws. Of those that have complied, 72% of beeficial owners
come from former Soviet stateswith significant corruption problems'?®

The abuse of SLPswith Latvian bank accountsfor illicit activities was made particularly evidenby the Great
Moldovan Bank Robbery, in which $1 billion was fraudlently stolen from threebanks in Moldova, with de\astating
consequences for the country.
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Case study B The Great Moldovan Bank Robbery: how UK shell companies with Latvian bank
accounts allowed the Obiggest theft of the centuryO

Following the scandalwhich saw around $1 billion vanish from
three Moldovan banks at the end of 2014, the National Bank
of Moldova hired the US firmKroll to investigate on the

mechanism of thefraud. KrollOs final report waleakedin 2015

by the speaker of MoldovaOsParliament Andrian Candu,
revealingthe central ole played by UK SLPswith Latvian bank
accounts in all phases of the robbery.

Since summer 2012 till June 2013, the three banks were
subject to significant shareholder change, with the effect of
transferringownership to a number of apparentlyunconnected
individualsand entities. The largemajority of the fundsused to
acquire shares in the bank were provided by loans from UK-
registered Limited Partnershipswith accounts in three Latvian
banks (ABLV, Privatbankand Latvijas Pasta Banka)?

Public research records by Kroll indicated that the Moldovan
shareholders had connections with Moldovan political parties
and government institutions, while some of the beneficial
owners of the UK-registered companies were reported as
being professional nominee directors employed at various
Corporate Service Providers Overall, both individuals and
corporate entities had connection with the Moldovan
businessmanllan Shor.?

Thereafter, the three banks engaged in a series of lending
transactions between each other with Onaapparent economic
rationale® facilitated by the use of Scottish Limited
Partnerships (20 out of 48 UK corporate entities named in the
report). Eventually,the extended and interrelated funding and
loan activity within the three banks culminated in a series of
events in November 2014 which led to their collapse?

Between 24 and 26 November 2014, a complex series of
transactionsresulted in new loans of the value of slightly more
than $750 million issued by Banca Sociala to Moldovan
entities, which then transfered the funds to five UK and Hong
Kong-based corporate entities with accounts at LatviaOs
Privatbank All five firms had been created in the months
leading up to the transactions and had further offshore entities
as partners Dthree were SLPs.®

On 26 November 2014, in a shareholder meeting described by
the Governor of MoldovaOs National Bank as Ocompletely f@ke
the rights to the entire sum owed were transferredto another
SLP BFortunaUnited LP. ® From this company, the funds were
fraudulentlydissipated and disappeared in the offshore maze.

Fortuna United LP was created only months earlierin August
2014 with registered address at 18/2 Royston Mains Street,

Edinburgh Like many SLPs, its partners were corporate
entities based offshore, in this instance the Seychelles’

On November 26, the banks went bankrupt and later placed
under administration of the National Bank of Moldova. In the
meanwhile, orders were given by the management of the
banks to archive all the documentation relating to the
suspicious transactions with entities connected to llan Shor
and delete data of these transaction from the databases.®

The bank documentation was collected by a van provided by
the company Klassica Force SRL. On November 27, the van
was stolen and later found burned out. The very same day, the
Moldovan government secretly decided to bail out the three
banks with $870 million in emergency loans provided by the
stateOsbudget. Such a move created a deficit in Moldovan
public finances of around 12% of the countryO<GDP.°

Shor was arrested in 2015 on money laundering and
embezzlement charges. According to prosecutors, he
laundered more than $335 million of the stolen billion. Under
arrest, Shor confessed prosecutors about a $250 million bribe
he allegedly paid to formemvoldovaOs prime minister Vlad Filat
in order to take control of Banca of Economii (one offte three
banks involved in the fraud, in which the Moldovan State also
had shares)*®

The authorities investigated the claim and arrested Filat in
2016, sentencing him to 9 years in prison for corruption. Shor
also admitted having directed millions of dollars to bank
accounts belonging to offshore companies apparently
controlled by Veaceslav Platon, one of the minds behind the
Global Laundromat scheme™*

OCCRP repoters, after having examined various bank
records, have found that some of the companies within the
Shor Group also received money from the Russian
Laundromat. For example, according to RISE Moldova, a
OCCRP partner, between 2011 and 2013 six Shor Group
companies received a total of $22 million from three shell
companies involved in the Russian Laundromat. Other minor
transactions between shell companies involved in both frais
were found.*?

The three Latvian banks involved in the scandal were all issued
record fines between 2015 and 2016, while the then head of
the Latvian financidregulatorhanded in his resignations amid
criticism for not properly supervising the Latvian banking
sector.*®

Kroll (2015), Poject TenorD Scoping Phase, Final Report, available ahttp://candu.md/files/doc/Kroll_Project%20Tenor Candu_02.04.15.pdf
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3.3Loophokein LatviaOs AML sujmmiithe financial sector

The Latvian financial regulator, the FCMzarried significant responsibility with regard to Latvia@$/L failures, as
its supervisory measures were not adequate to the money laund@g risks facing Latvan banks. In particular,
FCMCOsdack of resources did not allow it to carry out sufficient inspecions of banks serving nonresident
customers to ensure compliance with the AML rules?®

Despite the majority of nonresident deposits were accepted through banksO representativganches abroad, the
FCMC stated that it had not conducted onsite inspections of these overseas offices over the previous wes,
considering them unnecessary since representative branches did not make business deasis, but Omerely
collected customer identifcation information®®

In 2012, Council of EuropeO$10ONEYVAL® found that foregn branches of Latvianbanks were relying on the
services of TCSPs, business introducers and agents, in Latviand abroad, in order to conduct customer
identification. Even though reliance on third parties wasregulated by the actual Latvan AML Law, according to
MONEYVA,, its effectiveness was weakenedy some loopholes!*?

According to MONEYVAL, the AML Lawfailed to clearly transpose the requirement establigng ultimate
responsibility on banks for customer identification and ongoing moitoring of CDD for clients brought in by third
parties. Moreover despite banks were required to immediately obtain CDD documeist on new customers
brought in by third parties, they needed the cusbmerOs consent in order to get ther®for reasons of clientOs data
protection. This resulted in a delay or even cancelation of the process$n addition, there was no provision in place
about what measures banks should take if consent was not given®

In practice, the parent bank would ask for a letter of introduction from theirireign branches. During onsite visits,
banks stated that when they forwarded a request to their paent-company never got a refusalln practice, financial
institutions closed 23 third party-introduced accounts every week due to insufficient information on the cliest
Such decision was taken at different seniority levelwithin the bank**

Eventually, this turned out to be one of the biggest vimerabilities of the Latvian bankinggstem. In fact, the majority
of anonymous shell companies with Latvian bank accounts involved in illebactivity could be traced bad to
international company service provider/business introducestructures, sourcing shell companies wholesale in
diverse relevant jurisdictions, usually through partnerships with local company seoe providers acting as OfeederO
structures.**

The vast array of different regulations across jurisdictions has allowed corrupt nvebrks to use TCSPs across the
world to engage in Qurisdictional arbitrageO between different jurisdictions, djting loopholes in domestic laws
to create thousands of corporate vehicles ensuring anonymitgf the ultimate beneficial ownersAt the same time
arm-length arrangements between TCSPs and Laftian banks resulted in a Odilution of customer identification

duties, which allowed corrupt networks to ObypassO customer identification checks, giving themecess to the

global financial system'®

Apart from scarce supervision,OECD experts expressed sigificant concerns also with regard to sanctions
imposed on the banks for non-compliance with AML regulations, which had beerdisproportionately small to have
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a deterrent effect’®” For examplg following the Magnitsky case,only one unnamed bank out of six degedly
involved was fined! 142.000 Bthe maximum penalty.In 2014, the liability for bankswas capped to 10% of the
annual turnover, whileliability for senior management andbank officers responsible forAML compliance was
introduced (they can be now issied fines up to! 5 million for failure incarrying outtheir AML dutie9.**® However,
in 2014 only one bank was fined! 70.000 and no employees or senior managers had been sanctioned since
2010.'%*

The OECD assessment was also critic of the Suspicious Transaon Reporting System, pointing out that the
number of STRs forwarded by the FIU to law enforcement authorities was too lowAs a probable reason, the
OECD indicated the lack of resources and personnel whin the KD Bnot adequate to cope with the high levé of

financial activity involving Latvia and the high nuber of STRs sent by banks!* The OECD also pointed out the
scarce level of prosecutions and convictions for money laudering underlining the necessity of improving
investigative and prosecution authoritiesO capacity againstoney laundering crimes:* In fact, despite money
laundering cases amounting to more than $20 billion in therevious years, none of the criminal procedures
commenced in Latvia had resulted in a convictiori*

3.4 Mitigatiaf monelaundering risks in the banking sector

Prompted by international criticism and nedia exposure about the largescale money launderingcases, since the
beginning of 2016 Latvian authorities have taken steps to put @&amedy to the anttmoney laundering failues of
Latvian banks, with the Latvian financial regulator carrying out a number of significanteasures aimed at
mitigating money laundering risks, strengthening theAML regulatory framework and reorient Latvian banks
towards a different and more sustainale business model.

Capacity building, strengthened supervision and iacieased s

In 2016, FCMCOstaff and resources were increased, resulting in a strertened supervisory capacity A new
structural unit, theCompliance Control Department (CCD) , was set up with the task of perfoming regular and
targeted supervision of Financial InstitutionsO internal AML systemsarrying out money laundering risk
assessment anddeveloping regulatory frameworkaccordingly, and ensuringbanksGompliance withinternational
and European regulations as well asinternational sanctions requirements*® Officers within the Compliance

RN RN NN RRARRNARANNRRRRRRRTIA|

137 OECD (2015), Phase 2 Report on Implementing the OECD AirBribery Convention in Latvia, p. 32 http://www.oecd.org/daf/anti -
bribery/LatviaPhase-2-Report-ENG.pdf

38 ibid.

39 ibid.

140 ibid. p.31

141 jhid. p.63!

142 Re:Baltica (2016), OUS pressures Latvia to clean up iten-resident banksOhttps://en.rebaltica.lv/2016/02/u-s-pressures-latvia-to-clean-
up-its-non-residentbanks/ [accessed 30 Oct 2017]

143 Latvian National Money Laundering/Terrorism Financing Risk Assessment Rep(2017), pp.56-57, available at:
http://www.kd.gov.lv/images/Downloads/useful/ML TF _ENG_FINAL.pdf

Transparency Intaational Latvia 31



Control Departmentincreased almost four-fold B fom 5 to 18 Bin the course of 2016 and a further increase of
employees is set totake place in the coming years

As a result of this capacity building, AML supervisio of banks significantly increased, with a specidocus on on-
site inspections of banks servicing foreign customers, whictmearly doubled from 17 in2015 to 30 in 2016. This
included a series of targeted inspections of banks which according tanformation reported by media hadallegedly
been involved in money laundering, whicled to an unprecedented issuing of administrative fines** Whereas the
total amount of administrative penéties for AML failures in the period 20132014 was around! 400.000, this figure
increased by around 20 times in the period 20152016 (around! 2.2 millions).

In 2015, for the first time, the FCMC issued finesat bank management for their responsibility in ML failures, for
a total amount of ! 145.000. The peak in sanctions was reachedn 2016, when the amounts of fines reached
almost! 6 million.Moreover, in the same year, one bank (Trasta Komercb&a) saw its license being revoked due
to severe deficienciesin its AML system In 2017, administrative penalties amounted to around 3.5 million and

were issued in relations to banksO failure to prevezircumvention of international sanctions by NortfKorea-linked

entities and intermediaries:*!!

According to the 2017 National Money Laundering Risk Assessment, banksl@vel of awareness regarding
sanctions for AML non-compliance has increased in the last three years, andanking sectorOs repreantatives
believe that sanctions have been severe enough to promgmprovement of their AML Internal Control Systems. ¢!
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Independent external audits anskd@process

In the course of 2016, the FCMC commissioned and coordinated the performing of ternal audits by three
independent consultants from the United States in 11 Latvian banks!*’ These were aimed at reviewing their
compliance with AML laws and regulations as well as the effectivity of thrdinternal Control and risk management
systems, were carried following FCMCOs methodology and quedures for ongoing sipervision of AML
compliance **®

All 11 banks received the results of the auditsat the end of 2016, and were tasked with developing remediation
plans for addressing the deficiencies identified in the cose of the assessment. Internal reforms are to be
implemented by the end of 2017/first quarterof 2018, and encompass internal control systems, risk management,
corporate governance, and trainingof bank officers and senior management. &cording to new regulation issued

by the FCMC in 2016, banks have now the obligation to subject their Internal Control Systems toexternal

independent audits at least once every 18 monthg?®

The independent assessment process has also entailed a signifant process of de-risking among banks clients.
About 19.000 high-risk clierts have seen their bank accounts closed in 2016 alonegompared to around 11.200
clients de-risked in 2015 (a 39% increasg.*

The Latvian financial regulator hasalso recognized the money laundering risks related to banksO collaboration with
third parties such as Trust and Corporate Service Providers and agentof customer identification purposes and
on-boarding of new clients. As such, it has strengthened regation in this regard, according to which banks must
conduct risk assessment before engaging in a collaboration with third pags, they must conduct Enhanced Due

Diligence on clients brought in by agents and ensuré¢hat the latter conduct EDD and are aware of their ML

responsibilities™*
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Decrease of non-resident deposits and the needlienstleegulation and supervision in the TCSP sectt

The new AMLUregulatory framework introduced in Latvia in 20182016 and the de-risking process have caused a
sharp decline in the proportion of foreign customers@eposits in Latvian barks. Non-resident deposts decreased
by 26% in 2016 alone, while the overall proportion decreasedrom 53.4% in 2015 to 42.8% in 2016 to 41.1% in
2017.%2

|
‘Chart 5 DAmount of resident and nonresident deposits in Latvan banks ( millions), 20142017

Source: Association of Latvian Commercial Banks (ALCB)
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This indicates the effectivity of thereform, and a partial reorientation of Latvian banksO business mddewards
domestic clients. Moreover, as banks implement remediation plans followmthe independent external audits, the
risk coming from non-resident deposits is expected to further decrease.

However, whereas Latvian authorities took significant steps tanitigate money laundering risks inthe financial
sector, including the reliance on the services of TCSPsthe 2017 Latvian National Money Laundering Risk
Assessment (NRAYound a number of vulnerabilities with rgard to the TCSP sector in Latvia itselfdemonstrating
that the money launderingrisk posed by these agentshas remained highin recent years Thesehave been mainly
related to insufficient capacity of the supevisory and control authorities, absence of entry controls anéicensing,
and a lack of understanding of money laundering regulations by part of the firms operating in the sewt'>

This, however, has not been a problem exclusively affecting Latvias supervision and regulation of TCSPs has
been found to be lacking across many other jurisdittons, in the EU and beyond.While over the yearsextensive

anti-money laundering responsibilitieshave been applied to banks, they have not extended to all professional

intermediariesthat act as gatekeepers to the financiakystem. This has leftsignificant professional sectors with

almost no deterrents against woking as enablers for corrupt networks™*
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4.Trust and Compéadgrvice Providensd money launderimgatvia

The FATF, as well as banking supervisors across the worldthave long acknowledgedthat inclusion of Trust and
Company Service Providers in the regulatory net isinportant to mitigation of money laundering riskdn financial
services However, this has been hampered by significant restrictions in the flow of information related to the
industry.** These have mainly derived from a lack of universally accepted and understood dfnition of what
constitutes trust and corporate sewices as well as from the verydiverse range of regulatory controls and
oversights on these entities across differenfurisdictions many of them weak or ineffectiveAs a consequence,
the TCSP industry has seen not only the proliferation of firms and agentsith low level of expertise, knowledge
or understanding of key AML matters, but also the presencef persons willng to get involved incriminal activities,
and the laundering of their proceeds:*

Concerning Latvia, already in 2012MONEYVALobserved thatregulation, supervision and enforcement of money
laundering regulations in place were not sufficient to cope with ta high money laundering risk posed by the TCSP
sector in Latvia, which in that year encompassediround 5.000 firms and individuals including professionals such
as legalservice providers, tax advisors ancexternal accountants™’

As pointed out by MONEWAL, the State Revenue Servicg(SRS)Dthe designated supervisor for these entitiesb
did not even have a departnent focused on AML compliance supervision MONEYVALalso observed a lack of
understandingin the sector of the requirements concerning @D and EDD procedureson high-risk countries and
politicallyexposed persons, as well as insufficient development of AML Internal Camll Systems in general®

This was confirmed when, m 2012, a group of academics conducted an experiment to examine whether
international rules on the collection of beneficial ownershiinformation by TCSPs were being implemented in
practice. Posing as highrisk customers b including would-be money launderers, corrupt officials and terrorist
financiersbthe research team emailed 3700 different TCSPs in 182 countries asking to set up anmymous shell
companies that would help mask their identities>®

The experiment found that nearly half (48%) of all replies recetvelid not ask for proper identification, and 22%
did not ask for anyidentity document at all to form a shell companyAgainst the expectations, those selling shell
companies from secrecy jurisdictions were significantly more likely toomply with the rules than providers in
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OECD countries like the US and the UK The expaiment found that the compliance rae of TCSPs operating in
Latviawas just 25%, one of the lowest among the countries wiere the study was conducted®*

Chart 6 BCompliance rate of TCSPs in Latvia and other 10 jugdictions in the Global Shell Games study, 2012

Source: Findley M. et al. (2012), Global Shell GameFesting Money Launderes® and Terrorist FinanciersO Acce
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As of today, there islarge evidence that a number of Latviabased TCSPsbwittingly and unwittinglyb favoured
the creation of shell companies for corrupt networks while athe same time giving them access to the financial
system, by establishing loose partnerships and implicit cooperation with some of the leading Latvian banks
servicing customers acrossEurasia.

For example journalist investigations foundhat behind the incorporation of the bulk ofshell companies used to
carry out the Magnitsky affair,the laundering of drug profit from the Mexican cartel Sinaland other crimes
related to the sameplatform there was one of the largest and oldest network of offshoreservice providerswith
ties to some of the leadingLatvian offshore banks.This dated back to the first decade of the 1990s and had
perhaps as much as 25% share in the shell company incorporain business!®?

According to the German intelligence service Scalarighe network was centred in the Baltics and encompssed
Ukraine, Moldova, Russia as well as the UK and Cypsj and it appeared to operate across different jurisdictions
either through subsidiaries or through partnersips with local TCSPsas well as with affiliated Latvian banks'®®
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Criminal groups across the former Soviet Union and bgnd would utilise the shell companies povided by the
offshore group, with accounts in Latvian banks,to either move the illicit funds across the global finanal system
or to stash them offshore.The anonymity of those behind theshell companieswas ensured by the use of Latvian
nominee directors and shareholders some of them victims of identity theft!®*

Part of this network were alsoother Latvialinked company service providers which appeared to be opaque and

flimsy, run by either one person or a small group ofndividuals, and often owned by companies in secrecy
jurisdictions veiling the beneficiaries®®lin 2013, the International Consortium of Investigativdournalist obtained

and made available online a leaked database containing confidential information oneyv100,000 offshore shell

companies, trusts and other corporate entities, which indicated thba number of New Zealandcompanies used

in the money laundering schemes wasourced from a TCSP based in the South $a by other two TCSPs based

in Riga and the Seychelles, both owned by a Latvian citize The data also showed that the same TCSPs were
responsible for the creation of nearly 1.50@Companies in theBritish Virgin Ishnds, all featuring the samenominee

director.*®®
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4.1The Panama Papers Database

The Panama Papersin 2016 confirmed the scarce compliance with AML rules by TCSPs aroundche world and
many of the loopholes in the global supervision ofhese entities, already identified by the FATF andtioer
international bodies. The investigations documented a systnatic use of illegal practices such as backdating
documents and revealed a Batant disregard of bast customer due diligence duties. h some cases, TCSPs even
maintained business relations with companies whose nminee directors had been dead for several years).
Evidence was also found of banks outsourcing CDD dutieso intermediaiies identified in the database and to
Mossack Fonseca In several cases the process was not compliant *¢’

Overall, LatviaOs name was associated with 2,95af the 213,634 offshore legal entitiesdentified in the leak(4™

highest number in the EU, after UKLuxembourg and Cyprus), 162 private individuals, 1&termediaries and 153
addresses!®® Despite being in small number, Lavian intermediarieswere responsible for at least 1,373 entities,
the 5™ highest number among EU member states after Luxembourg, th&JK, Cyprus and Czech Republic Almost

90% entitiesidentified in the Panama Papers databasevere incorporatedin just four jurisdictions: BVIs, Panama,
Seychelles and Bahamas, with the BVI taking the laegpt share!®® As observed above, entities from these
jurisdictions tagether made up 34% of nonresident depositsin Latvian banks in 2011.

The entities present in the leaked database were fed toMossack FonsecaDs predominantlyfrom 14,074
intermediaries, of which 2,696 (19.1%) based in the EW2,476 (17,5%) based in nonEU European and Central
Asian countries; 2,901 (20.6%) in East Asia and Padifiand 3.159 (22.4%) in Latin America, Caribbear™ This
indicates a relatively equal distribution of professional interediaries cooperating with Mossack Fonsecaacross
the globe. Within the EU, the great majority of intermediariesave found to be in the UK, followed byLuxembourg
and Cyprus.
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Intermediaries located in the European Union were responsible for 19% of the entitieshile intermediaries fom
non-EU European and Central Asian countries took the largest share (33%JPverall, 2,476 intermediaries from
this group of countries where responsible for over 70,04 entities, of which 12,484 of were still active when the
data were leaked in 2015.Amongst all intermediaries Mossack Fonsecahad a marketshare of approximately 5

10% offshore entities andincorporated entities across 21 jurisdictions*™*

Latin America European

and Union
Caribbean ‘ 19%

22%

East Asia non-EU and
and Pacific Central Asia
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Mossack Fonsecaalso operated a branch in Riga from 2009 until December 2015, in assoation with its British

subsidiary RM. Though the two firms used a joint name, they hadeen registered separately from 2009, with a
UK citizen listed as owner of both.Two Latvian individuals were found to also own shares in the RM Group
Mossack Fonseca Office It is not clear yet under which circumstances the MossackonsecaOs Riga branch shut
down its activities in Latvia in 2015. Concerning RM, companyecords only show that the State Revenue Service

took a decision to suspend its activities in February 20167

Despite LatviaOs central role in these revelations, therashbeen little followup action by authoritiesin the form of
investigations and prosecutions According to the Latvian FIU, this was due to a number breasons. Latvian
authorities faced a number ofchallenges with regard to the processing of personal data, such as lack of bas

information, differences in spelling of different languagesnd outdated information
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It has been particularly difficult for authorities in onshore jurisdiions to obtain information on offshore entities
through TCSPs because they often do not have a physical presece in the jurisdiction of the beneficial owner
nor in the jurisdidion of the offshore entities'” For example, anong the EU entities owned by private personsn
the Panama Papers, less than
10% of their ultimate beneficial
owners used an intermediary in
their home country; another 50%
used an intermediary in another
EU member state and the
remaining 40% used an
intermediary in a third country,
suggesting that many cases were
not covered by legislative

requirements:”

10% used an
40% used an intermediary in
intermediary their home
in a third country
country

Chart 9 BUsage of intermediaries by

ultimate beneficial owners identified in the 50% used an

Panama Papers intermediary in
another EU

Source: De Groen W.P. (2017), OR® of member state

advisors and intermediaries in the schemes
revealed in the Panama PapersQ, study
commissioned by the PANA Committee of
the European Parliament

The Panama PapersO database has so far greatly helped to analysed understand the structure of the offshore
financial industry, but some reservations should be mde. The leak provided infomation from only one offshore
intermediary that established almost exclusively entities insamall number of offshore jurisdictionsin general,the
exact size of the market for offshore structures is still unknowi’® This indicates the need for strengtheed
oversight of TCSPs, at the domestic and international level. Howey, the inherently transnational character of the
sector has made the challenge particularly daunting.

A tailored approach to supervision of TCSPs may be more attraose for many jurisdictions,but variations in the
approach to defining the sector may also result in a confusing array of lasvgoverning an international industry
that is becoming increasingly more globalised, as wline incorporation services make it extremely cheap and easy
to incorporate from anywhere around the world.”’

On the other hand international standards would help to harmonise performance and asessment criteria for
TCSPs and,in time, would help close the loopholes and eliminate the opportunities for legal arbitragélowever,
this has beenproblematic, as implementation of standards at the global level has been found to be lacking byhe
2016 FATFreport to the G20.*"®
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4.2Persistence of the money laundering risk posed by TCSPs operating from Latvia

The 2017 NRA hasfound a number of vulnerabilities in the TCSP sectan Latvia, due to which the ML risk related
to the activities of these firms has remained high in recent years.

Lack of resources

Following MONEYVAL recommendations, & the end of 2012 the Anti-Money Laundering Divisionof the Tax
Control Departmentof the State Revenue Servicevas set up with the task of carrying out supervision of AML
compliance in the TCSP sector However, according to the 2017 NRA this failed to have asignificantimpact.*”®

As mentioned above, in 2012 MONEY VAL identified around 5.000 TEP firms operating in Latvia, including legal
service providers, tax advisors and external accountants. Hoawer, despite the relatively high number of entities,
the number of appointed supervisors wihin the State Revenue Service had remained low up to the end of 2016.
Only three officers within the AML department were rgsectively in charge of supervising tax advisors andxternal
accountants. With regard to legal service providers, up to 2015 the nufver of employees supervising these
entities was only three, andin 2016 it was even reduced to twa*®°

The absence of any focused riskassessment by part of the SRS andthe FIU has not allowed to have a clear
overview of he activities in the sector, dentify the most sensitive areas of risk and intervene accordingf®* This
was exacerbated by the fact that according to the division of functions among SRSO unitenly the Tax Control
Department carried out onsite inspections of TCSP firmswhile the AML Depatment mostly conducted off-site
supervsion This meant that on-site inspections were more focused on tax evasion risks rather than money
laundering, thus preventing the SRSfrom gaining a full picture on the actual existence and/or effectiveness of
AML Internal Control Systems, and whether and how information about customers andtransactions has been
stored.'®

Ineffective sanctions

According to the Latvian Administratre Violations Code the SRS is entitled to impose adminigative sanctions
on TCSP firms for non-compliance in the AML area.Up to November 2017, the maximum applicable
administrative penalty for not following AMItequirementsamounted to ! 700, while the applicablepenalty for not
submitting STRs hadbeen increased to up to! 5.000 (or 5% of ret turnover for those entities whose annual profit
are more than! 1 million)in early 2017.*®® The administrative penalties were furtheincreased in late 2017 when
Latvia adopted the new AML law, which will be discussed later below.

In practice, in the years 2013-2016 sanctions on TCSP firmswere too ineffective and disproportionalto have a
relevant impact. Due to the structure of SRSO supervisory departments, the SRSten received information on
non-compliance too late, and thisprevented it fromresponding in a timely and effective mannet®** Available data
show that from 2013 to 2016, TCSP entities were found in breach of the law only 20 times, anthe total amount
of sanctions imposed was of around! 1.650 (! 1.200 on legal service providers and 445 on tax advisors and
external accountants together)®

Moreover, the SRS could notidentify a positive effect of the applicatiorof sanctions on TCSPsO attitudeowards
AML regulations nor did it collectinformation onthe types of gpplied administrative penalties and the identity of
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firms or persons fined As a result, statistics on applied disciplinary measures a the most common violations
were not availablg®®® thus preventing a targeted approach on the most sensitive areas.

Lack of understanding of AML rules

The 2012 MONEYVAL report indicated a lack of understanding of ML risks anldw compliance with AML rules
by part of TCSP entities in Latvia, confirmed byhe Global Shell Games study in the same year. Since thetthe
SRS has taken stepsto tackle the problem, includinga survey to assess the level understanding of AML
regulations, an increase in thenumber of voluntary AML trainings and the provision of general adviceon AML
matters and the publication of AML guidance and educational materialon SRSO websité®’

In a survey conducted in the framework of the NRA a large number of respondentspointed out that they had
developed AML procedures and Internal ©ntrol Systems allowing them to timely review potentially suspigus
transactions. However, the very low number of transactions reported by legal servicg@roviders and practically
missing transactions reported by tax advisors and eternal accountants indiate that these measures have not
been sufficient and have so far failed to have a relevaimpact.*®

Despite the overall estimated number of obliged entities in the TCSP sector Ilratvia in 2012 wasestimated to be
relatively high at 5.000, thetotal number of STRs submitted to the FIU in the period 20132016 was just 168, with
only 11 reports forwarded to law enforcement authorities for furtheniestigation **° Out of 168 STRs 123 (73%)
was submitted only by legal service providers back in 20132014. Within the fouryearscovered by the NRA, tax
advisors submitted only 24 reports (70% of whichonly in 2013), while external accountants submitted only one
report in 2016 and none in the previous years

120
Chart 10 B Number of Suspicious
Transaction Reports submitted by TCSP firms
100 in Latvia, 2013-2016
Source: 2017 Latvian National Money
80 Laundering/Terrorism Financing Risk
Assessment
60
40
20
, . | 1
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BLegal Service Providers B Tax Advisors and External Accountants
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The fact that reports submitted by legé service providers steadily decreased from 79 in 2013 to gt 8 in 2016
also should raise alarns in competent authorities. The number of submitted anddrwarded reports, although still
expected to be lower than that of financial institutions due to thelifferent nature of business, has beerclearly not
adequate and excessively low in respect to the risk posed by these actors ith regard to money laundering.This
indicates a strong need to ensure that individuals and fins are aware of their obligations unér ML law before
starting to operate in the sector and their AML knowldge is fostered over time with regular and comprehensive
trainings.

Absence of regulation and licensing

At present, in Latvia there are no licensing requiraents for firms and individals providing TCSP servicesnor
any mandatory control oftheir compliance with AML regulations.In the 2017 NRA, the SRSindicated that it did
not have sufficient capacityto ensure that firms have a proper knowledge of AML rules &fore starting operating
nor to prevent persons engaged in criminal activities from owning and controllinghese businesses. This has
considerably increase the money launderingrisk surrounding TCSPs in Latvia and their activitie’s?

Irregularity ahtnings

According to the Latvian NRA, given that participation in trainings orgaized by the SRS has not been compulsory
for TCSPs operating in Latviait has been impossible to ensure thatall firms were properly educated on AML
matters. In responses provided to aSRS survey the majority of firms indicated they carried out trainings for their
employees in theAML area,who have increased their knowledge over timé?* However, this should be taken very
critically, since, as noted above, the SRS could not get a clear overview of the dvelopment of ICSs andthe
number of STRs has been extremely low.

Following onsite inspections, which included AML checks, the Tax Combl Department of the SRSconcluded
that the majority of supervised entities were compliant with #nAML regulations. Fbwever, according to the NRA,
given that the focus of supervision had been on tax evasion risks rather than antmoney laundering this
information is partially reliablé??

*k*%

As shown by the 2017 NRA, unsupervised TCSP firmsstill representa relevant threat to the resilience of the
Latvian AML system.This, however, is not only due to vulnerabilities in LatviaOs domesAML framework. The
challenge is made harder by the inherently transnational character of the operationd these firms, and the
confusion resulting from the vast array of differenlaws regulating their activitiesacross different jurisdictions. This
makes it difficult for authorities to control unscrpulous TCSPs, who may incorporate companies in a deteninate
jurisdiction, under the lavs of that jurisdiction, but do so by operating from andher jurisdiction, possibly with weak
supervision by part of authorities there.

The money launderingrisk related to the adivities of TCSPs hasbeen particularly evident also inthe UK and
Cyprus, where most of the intermediaries identified in the Panam®&apers were located. Asseen above, both
these countries were often mentioned in connection with largescale money laundering sandals involving Latvian
banks. These connections may havebeen made considerably more complex by the inérsections with the TCSP
sector among the three
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4.3Trade of Britishell companies

As seen above, British shell companies were used in all theajor money laundering schemes involving Latvian
banks and are still considered one of the main money launderg threats to the Latvian financial systemThe ease
and speed of setting up a company in the UK has meant that the creation and salefdJK corporate vehicles has
become a global industry for TCSPs across the world?® According to figures provided bythe British Companies
House to TFUK, while 39% of the over 640.000 companies registexd in the UK between 2016 and 2017 were
formed directly though Companies House D which according to THUK does not have enough power and
resources to ensure the integrity of thecustomers** - the remaining 61% were formed by TCSPs operating in the
UK and abroad. As TCSPs operating outside the UKare able to form UK companies and provide additional
services for these without actually beindocated in the UK, Companies House was unable to distinguish between
UK and overseasbased incorporation agents*®

TCSPs operating from Latviaare alsoamong them. In their websites,apart from UK corporate vehicles andthe
benefits they can offer,they adverise company formation across a range of jusidictions (pictures 1 and 2).'%°
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TIUK has identified a number of business models withirthe UK TCSP sector, each with its own incentive
structures and money laundering risks. A significarpart of the UK TCSP sector operates either on a high volume
low margin business model, forming thousands of companiea year and making small amounts of profit on these
formations and the services they provide; or on a lowolume-high margin business modé, incorporating lower
volumes of entities but selling them at higher price&?’

The latteris more common for more complex and highrisk vehicles such as LLPs or SLPs, and higher costs are
related to the setting up of offshore partners and members asvell as the provision of additional service mailing
services andbank accounts in a range of different jurisdictions, including Latvid=or example,as reported by T}
UK, at the time of writing, GWS Offshore had seven SLPs ownethrough Anguillan companies wth Latvian bank
accounts for sale ranging between$6.490 up to just under $10.000.'%

The veneer of respectability offered by the UK has also led to thighenomenon of Ocompany factories®addresses
of non-descript building where thousands of UK companies ee registered and offering the respectable
appearance of a UK company while in reality representing little more than a miiox. Company factories all over
UK may be behind the mass incorporation of ScottishL.imited Partnerships. THUK has found thatwhile over 70%
of SLPs created in the last 10 years wereegistered at just 10 addresses, at present there would be 66 company
factories operating in the UK with over 1,000 companies regisred at each address®°

UK-based TCSPs have often links and interactionsvith TCSPs operating at the global level, andcollaboration
has come in form of subsidiaries or through informal channels, with transactionsnd trade of shell companies
conducted on occasional bases This has posed regulatory challenges in terms of undestanding the money
laundering risks around the supervision of offshore TCSPand the abuse of UK legal entitiesAccording to UK
Law, only TCSPs carrying on businessin the UK (including subsidiaries of foreign TCSPsre bound by money
laundering regulatbns there. In turn,the regulation of individuals and firms setting up UK companies, but with no
physical presence there falls to the jurisdiction in wbh they are physically basecf®

Partly as a result of the confusion around who moneyaundering regulaions apply to, evidence shows that
significant numbers of highrisk corporate vehicles are being formed by unregistered andnsupervised TCSPs.
Analysis carried out by David Leask, Chief reportesf the Scottish Herald, found that on a sample of 8000 SLPs,
half had been created by TCSPs which were not registered with the UK supervisahe HRMC **

As TCSPs operating from Latvia omother countries may trade among themselves UK companiesincorporated by
themselves orpurchased from UK-based agents, these transactions carry a significanimoney laundering risk due
to the likelihood that neither party involved in the transactiois a regulated entity and therefore have no reason to
adhere to money laundering regulationsin the UK and abroad®” The sale ofUK companies- potentially equipped
with Latvian bank accounts- between unsupervisedoffshore TCSPs posesa high risk of money laundering and
a challenge to law enforcement agencies

The case study of Arran Busines®involved in the creation of shell companig used for the Moldovan bank fraud
and the Russian Laundromatb is an example of how the connections between UKbased, Latvialinked and
international TCSPs trading shell companies and the looseotlaborationthey may develop with Latvian banks can
have deeterious effects.
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Behind the Moldovan Bank Robbery

The Kroll investigative report on the Moldovan b robbery showed
that a total of 48 UK shell companiesb 2 registered in Scotland,
28 elsewhere B was used in all key phases of the schemes.
According to investigative journalist Graham Stack, the bullof
Scottish shell companies couldbe traced back to two company
service providers,Arran Business Services and Royston Business
Consultancy, both registered at the Edinburgh address of 18/2
Royston Mans Street and linked by personal and corporate ties to
other feeder structures at around a dozen different addresses’

These addresses dlegedlyprovided shell companies not only for the
Moldovan bank fraud, but also for the Russian Launamat and
other money laundering schemes. FortundJnited LP, the Scottish
firm to which $750 million were made disappearthad its registered
address at 18/2 Royston Mains Street, together with almost 250
other SLPs registered there in the last 10 years? According to the
UK company register, Arran Busiess Services has nobeneficial
owner, but one of its manager since 2011 has been a Latvian
national resident in the UK, Vitalijs Savlovsin May 2016 Arran
Business Services moved to the Suite 2 of 44 Main StreeDouglas,
Scotland.* According to TFUK open source analysis, this was the
address of 21 companies identified as having been involved in illegal
activities®

At the time of the scandal, Arran Business Serviceformed part of
Arran Consult, a corporate service proider operating across CIS
countries.® The Arran Consult Russiarlanguage websitg which
appears to be no longer active, publicises its partnership with
leading Latvian banks,among which is ABLV D named in the
investigation into the Moldovan bank scandaks having business
relationship with 4 of the UK companies involved While
investigating, Graham Stack contacted Arran Consult in &ssia, and
they said they are no longer connected tdSavlovs, nor they had any
connection with the Moldovan case’

the board of LatviaOs former biggest ban® ParexDand had close
connections to Baltikums Bank (now BlueOrange Bank), in particular
in 2010-2012, for which he is said to have formed Scottish Limited
Partnerships®

Baltikums Bank was not one of the banks metioned in the Kroll
report as having clients who transited funds stolen from Mdbova,
and is also not a bank featured on the Arran Consult website as a
partner. According to the Latvian company register, Savlovs had a
seat on the board of one Latvian affiite of Baltikums Bank, BB Trust
Consultancy Ltd, until 2012. As Baltikums Bank toldreporters, BB
Trust Consultancy LtdOwas not Baltikums BankOs subsidiary in legal
termsOThe bank also denied havinghad any business relationship
with Savlovs or his Aran companies?® According to the September
2017 LKA Compliance Status Review, in 2017 the bank Ohas
discontinued cooperation with partners in the area of client
identification andnow performs client identificationonly by meeting
with clients faceto-face.'

Apart from the Moldovan Bank fraud and the Russian Landromat,
Savlovs was also cited as a company service provider for
companies involved in a separate money laundering case in a
London High Court decision on fraud case amounting to around
£130 million.** While Savlovs may not hag knowingly been involved
in the scandals, the companies he helped to create provided idal
vehicles for money laundering.

In a 2015 interview, heacknowledged acting as business introducer
for foreigners to Latvian banks, btihe denied moving to Scotland
to launch a Ocompany factoryO incorporating Scottish shell
companies for the banks?? He also claimed his business was not
so big, as he earned only a tiny fee per company and usedo
incorporate just over 100 firms per yeaffor clients. As he pointed
out, it takes only 15 minutes to incorporate a UK company online:
Omany business people in posSoviet countries donOtriow English,

In Latvia, Savovs was owner of the Olegal servicesO firm Arran Latvia,and we help themOhe said. OApart from this, we donOt do anything.O

operating from December 2011 to Septenber 2015 with registered
address in Riga Investpative journalists found indications of
SavlovsO close connections to LatviaBenks. He formerly served on

Savlovsalso claimedhe had received no police requests to check
his customer files.
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4.4Business introducers

Incorporation and trade of corporate vehicles acrosgurisdictions constitute the core business of may TCSPs.
However, most of themcan also act as Obusiness introducersO, opening accounts at partnered banks acrase
world for potential bank clients and taking respondiility for compiling client dwe diligence files and documents As
discussed above, reiance on these agents was a common among overseas branched atvian banks offering
financial logistics services.

Contacts between introducers andpotential clients largelytake place via Internet and through secured lines of
communication assuring privacyand confidentiality. Some TCSPsO websites list partnership statughvindividual
banks, and some banks may detailin their annual reports partnership status with individualusiness introducers
and may instruct potential clients to go throughthem to open an account at the bank?®

A quick search on the internet reveals that, among aange of options available, Latvia is often adveded for its
ease of accessibility and the possibility to remotely open a bank account h no client interview at the bank
needed. Pictures 3 and 4show examples of international, Ukand Latvialinked TCSPs advertising Latvian banking
services” As can be noticed, the price for opening a bank account in Latvia rangesbetween ! 350-600
depending on the partnership status.with the bank and the connections with affiliated local TCSPs

Picture 3 D Business introducer offering opening of bank accounts m Latvia, Switzerland and
Lichtenstein
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203 Stack G. (2015), OShell companies, Latviagpe correspondent banking, money laundering and illicit financifows from Russia and the
Former Soviet Union®, Jourhaf Money Laundering Control, vol. 18 Issue: 4, pp. 49612

204 picture 3: http://www.goodwin -gmc.com/en/uslugi/otkrytie-scheta-v-banke/ [last accessed 14 January 2017]; Picture 4http://mail.cmc-
providers.com/en/our_services/bank accounts/baltic_states banks[last accessed 14 January 2017] Transparency International Latvia is
making no allegation of norcompliance with AML rules against the owners of these firms, and the banks in the picture.
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Indeed, this QintroducerO role has many legitimatedtions. However, according to FATF, primaryresponsibility
for Customer Due Diligenceremains with the bank, which alsoneeds to ensure that the introducer complies with
AML regulationsand that the informationthey keep isimmediatelymade available to banks under request®

When banks overrely on business introducers, this may have deleterious fefcts for beneficial ownership
transparency and money laundering risksFor example, a unique 2013 audit on the Cpgriot banking sector by
MONEYVALfound that an estimated 75% of business at the banksanalysed had been brought in by introducers
often passing through whole chains of companyservice providers before reaching the bankg®

In connection with the heavy use of introducer strutures, 70% of the customers files audited had nomire
shareholders, with an average of three layers distancinthe customer vehicle from the beneficial ownerwhile on
average 27% of deposit client files were found to contain inaccurate informiain on beneficial owners. In addition,
approximately 10% of customers were found to be politically exposd persons, but had not been flagged as
such .2’

The MONEYVALreport on Cyprus shows howreliance on business introducers and corporate service progers
can have serious negative impacts on the identification of the ultimate beneficialvners holding accounts in
financial institutions.

® -

As seenabove, there is evidencethat, over time, Latvian banksrelied on the services of business introducers with
deleterious effectsfor money laundering through their channelsin responseto that, the Latvian financial regulator
strengthened the regulation related to banks@ooperation with third parties for customer identification and on
boarding of new clients®®

The regulation requires that before engagingvith agents, banks must substantiatethe need for such services and
assessthe money launderingrisks related to countries andterritories where they operate. Moreover, the decision
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of collaborating with a determinate agent of firm must be approved byhe bankOs Senior Management responsible

for AML compliance?®®

Banks are also required toestablish and update a Register of Agentxontaining all the relevaninformation and
details on the collaboration agreements keeping record of their decision to establish business relations wh
customers brought in with the agents?*°

When collaborating, banksmust ensure that the agents conductface-to-face customer identification and that
they have not subcontracted such duties to third parties!* The Regulation also emphasises the importance of
agentsO awareness of money laundering typologies and risk mitigation,liging banks to develop AML taining

programmes for them and ensure that such trainings are aaied out at least once a year™*?

The Regulation also implements Enhanced Due Diligence measures foiesits on-boarded through agents. In
particular, banks must establish a mechaism in ther ICSswhich enables them to identify the customers whose
identification has been carried out by third parties. Ifhe customer brought in by the agent is a shell companyr

a PEP, the bank itself must conduct faceto-face identification no later than thre months after the establishment
of the business relation?*?

This is a major step towards protecting the Latvian financial systn againstunscrupulous TCSPs However, the
lack of supervision and regulation for these actors acrss the world suggests the needfor a focused monitoring
on these relationships.

The case study of France O8hore, in which one Latvian bankwas allegedly involved in mass tax evasion and
money laundering in Francedemonstrates how reliance on third parties for customer identificatiomay result in
the unwitting involvement of financikinstitutions in cases offinancial fraud and trigger lengthy and consuming
investigationsdue to difficulties in the attribution otthe ultimate responsibility for the crimes.
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Case Study b France Offshore

France Offshore was a Francebased trust and company
service provider which presented itself as a network of
more than 120 lawyers, jurists and accounting expes
from different European countries providing their cligs
with the necessary knowhow for the creation of offshore
entities and the opening of bank accounts invarious
jurisdictions, including Latvia, Switzerland, Hong Kamg,
Singapore and Cyprus The firmwas formed inthe 2000s
by the French citizen Nadav Bensoussan, who wagroud
to announce his ambition to provide "offshore for all*

He was even protagonist of a 2011 French televisiopiece
recorded in Latvia, in which he shows the reporter an
advertisement of France Offshore at the Riga airport
offering the creation of dfshore bank accounts and similar
financial servics. He then goesto visit RietumuOs offices in
Riga, where he meets the bank's then vicepresident? In
a later interview, Bensoussan claimed the target
customers of France Offshore were small companies wi
wanted to "pay taxes, but little, and elsewhere®

Investigation by the French authorities on the activities of
France Offshore began in July 2011 and spanned six
years. According to investigation files, France Offshore tth
facilitated tax evasionand money laundering on a massive
scale, with initial estimatesamounting to around ! 760
million*

Among France OffshoreOslients were not only ordinary

taxpayers and small businesses in France but also

outright criminalsinvolved in frauds related to Value Added
Tax, Carbon Tax and foreign exchange marketabout

which Bensoussan clained to be unaware®

The scams typically operated by setting up complex
networks of shell companies in vaious offshore
jurisdictions, for which France Offshorehad set up a total
of some 700 bank accounts at Rietumu Bank in Latvia®
Later on, France Offshore was also found to be partner
of the Panamanian law firmMossack Fonseca, at the
centre of the Panama Papers scandal.

On 6 July 2017, the French Criminal court sentenced
Bensoussan to five years in jailvhile Rietumuwas handed
a ! 80 million fine and a ban on its activities in France for 5
years. To put figures in perspective, the audited profit of
Rietumu in 2016 was! 80.3 million and the largest fine ever
imposed on a Latvian bank (ABLV) wad 3.17 million.
Rietumu® chairman of the board and its representative in
France were also sentenced to respectively 4 years of
conditional imprisonment and 1 year of probation period.
At the hearing, he presiding judge said the proven amount
of money launderedfrom 2008 to 2012 was at least! 203
million, but investigators believe the amount is much
higher, up to! 850 million®

The bankOs lawyers appealed to the judgmendefending
the absence of illegal condict from the bank and stating
that Rietumuwas fully compliant with LatviaOs laythat all
the international requiements and recommendations had
been observed and that there does not exist any evidence
in the materials held by the prosecution to prove the
personal involvement 6 the bankOs senior officialm the
activities of France Offshore or its clients.The bank also
noted that until the judgmentcomes into effect, itis not
obliged to pay any fine."Given all the upcoming instances,
the process can continue for a long time- up to 2-3 years
and longer," said the bank's representtives. Until the end
of the litigation process, Rietumu Bank will refrain from
commenting in this casel®

1Le Figaro (2012), OUn patron dOun site offshore en examenO, http://www.lefigaro.fr/flagii2012/12/19/97001 -20121219FIL WWWOQ0587un-patron-d-un-

site-offshore-en-examen.php [accessed 30 October 2017]
2 https://www.youtube.com/watch?v=kWkN838VxCk

3 Le Monde (2017), OFrance Offshore: OLe paradis fiscal pour tousO face au tribunal®, http://wwomdienfr/police-justice/article/2017/02/27/france-offshore-le-
paradis-fiscal pour-tous-face-au-tribunal 5086080 1653578.htmi[accessed 30 October 2017]

4ibid.
5 ibid.

6 Lsm.lv (2015), ODetails emezgf massive Frenchtax evasion scam using Latvian bank®titp:/eng.Ism.Iv/article/economy/economy/details emerge-of-
massive-french-tax-evasion-scam-using-latvianbank.a154945/ [accessed 30 October 2017]

7Lsm.Iv (2016), Owall of silence on activities of Mossack Fonseca Riga officeQ, http://eng.Isntilgleconomy/economy/walkof-silence-on-activities of-

mossack-fonseca-riga-office.a177541/

8Lsm.Iv (2017), ORietumu handed massive French fined http://eng.Ism.Iv/article/economy/banks/latkimk-handed-80-million-euro-fine-in-france.a242443/

[accessed 30 October 2017]

9http://www.dail)gmail.co.uklwires/ap/article-4671842/Latvian—bank-fin(—:‘d-heaviIyI:=1underin0rscheme-France.htmI#ixzzSZYthwn‘Iaccessed 28 December

2017]

10Ir (2017, ORietumu bankai naudas atmazgasas lieta francija piespriests 80 miljonu naudassodb@p://www.irlv.lv/2017/7/6/rietumu-bankai-naudas-
atmazgasanaslieta-francija- piespriests 80-miljonu-naudassods [accessed 30 October 2017




5Recent measures in LatviaOs AML regulatory frasealiogkracommendations

Publieprivate partnership in the AML field

The year 2017 has seera further strengthening of AML rules in Latvia, as well as an unprecedented sefgulatory
push by part of the Latvian banking sector. This has come mainly frorAssociation of Latviam Commercial Banks
(ALCB), which has takerna more proactive stance on the issue of money launderingrad offshore banking. Apart
from monitoring the implementation of banksO remediati plans followingthe US external audits, the ALCB has
fostered public-private partnershipto more effectively tackle financial dme at the national level and hasustained

banksO busings re-orientation towards low and medium risk clients and products®**

In autumn 2017, the ALCB has issued for the first time a set of policy guidelines oAnti-Money Laundering,
Terrorist Financing ad Enforcement of Sanctions®*® The guidelinespolicies of no-cooperation with high-risk
jurisdictions,stricter requirements for cooperation with shell compaiesin orderto ensure corporate transparency
among clients andzero tolerance regarding intentional violationef AML/CFT law and regulation. Importantlythe
guidelines also mention an explicit policy ofiigilance against and no cooperation with nonauthorized and not
supervised company service providersthus acknowledging the potential highmoney laundering risk constituted
by the scarce regulaton of these firms.?*®

According to the latest ALCBOSCompliance Status Review as of September 2017, elevenLatvian banks had
implemented 81% of remediation plans drafted following thendependent US audits carried out in 2016
Among them, 10 pointed out they exied high-risk jurisdictions, 9 pointed out they changed their busings model
ad strategy and 6banks have pointed out thatthey established Ehhanced Due DiligenceRnd stricter on-boarding
requirements forclients acquired through agents.

The general improvement of LatviaOs AML framework and the reduceskriof money laundering in the financial
sector was demonstrated by the results of the 2017 Basel Ati-Money Lawndering Index, published by the Basel
Institute of Governance since 2012. The Index cover$46 countries and provides risk ratings based on te quality
of a countryOs framework for AML and related factors such as pesived levels of corruption, financial sctor
standards and public transparency.In just one year, from 2016 to 2017, Latvia improvedts score and climbed
14 positions, from 28" in 2016 to 14™ in 20178

New Law on the Prevention of Money Laundering and Terrggist Financi

At the end of October 2017, Latvia adopted the newLaw on the Prevention of Money Laundering and errorist

Financing transposing the EU 4" Anti-Money Laundering Directive and making the country fiyl compliant with

the latest European and internationahnti-money laundering standards?*®

The amendments envisage more transparencyin the financial sector, publicaccess to beneficial ownership

information, improved international cooperation on financial crime, a fags on the mitigation of risks, and a more
robust supervision and sanctioning system of the law suleicts. By making information on beneficial owners of
companies publicly availablechanges to LatviaOs AML legislation have gone evbeyond the EU 4AMLD

In Latvian AML Law, the beneficial owner is generglbefined as the natural person who ultimately owns or antrol
a company or legal arrangement and in whose name a transaction in the interest ofddient is carriedout.? Inthe
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214 hitp://lka.org.lv/en/compliance/

215 Association of LatvianCommercial Banks (ALCB) (2017), Policy Guidance and Guitiees on AntiMoney Laundering, Countering
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case of companies, the beneficial owner is at least a natural person who holdslirectly or indirectly, more than
25% of the (voting) shares in a legal person or controls the entity, m@ictly or indirectly In the case of legal
arrangements, the beneficial owner is Othe person in whose interest the legalaagement is established or
operates, or any other natural person who actually exercises control over the lafform, by ownership or other
means, including the settlor, the supervisor or benfciary of such arrangement&*

Even though thisdefinition of beneficial ownerof companies 5 comprehensive, the controlthreshold set at 25%

of total shares or voting rights which is too high and easy to circumv# for people looking to stay under the radar

as stated by the European Commission in its own impact assessment orhe 5" AML Directive proposal®? As a

solution, the commission proposed to lower the thresholdto 10% in respect of legal entities with specific AML
risks.

In case a beneficial owner cannot be identified using the primary criteria of ownershimd control, then the person
with the highest management role in the given entity can bedéntified as the beneficial owner instead. This,
however, leavesopen the possibility to list nominee directors as beneficial ownersyhich is misleading and will
prevent public authorities and otters from detecting anomalies and raising red flag&> Thisloophole s still largely
present among EU Member states though it has been closed with EU institutionsGgreement on the future 5"

AML Directiveat the end of 2017 2

According to the new AML Law, by March 2018, legal entities will be required to submitn application indicating
their ultimate beneficial owner to theLatvian Register of Enterprises (RE}> The new rules also introduce a public
register of beneficial owners to be launched in April @L8. Information in theregister will be accessibleto the
public online (on the RE website)and in open data formatfor the payment of a fee**®

The public register of beneficial owners is a great steforward towards transparency of corporate entities irLatvia
It will likely facilitate the work of law enforcement authdiés in Latvia and the rest of the EUand enhance scrutiny
by citizens, public media,civil society organisationsand investigative journalistslt will also help bring more scrutiny
in the TCSP sector, deterring money launderers from becoming beneficialmers of these firms.

However, the e may represent a barrier against the public demand for this informatiotin the UK for example,
there is no feefor accessto beneficial ownershp informationcontained in the Companies House RegisterSince
the UK removed a small paywall in 2016 data use has grown exponentially to over dillion searches a year, up
from 6 million access requests during 201415.%" This demonstrates there is signi€ant demand for this data,
and that even a gnall fee will create a barrier.

I I The threshold for the identification of beneficial ownership should be lowered to 10%, or
alternatively, appropriate thresholds at the national level requiring a goo d understandi ng of the
ownership structures of companies in the country should be set . This would make it more
difficult to appoint a few trusted individuals as shareholders . A more differentiated approach
could also be considered |, for instance by setting sector  -specif ic thresholds or subjecting PEPs
to different threshold policies.
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21 ibid.

222 Eyropean Commission (2016), Impact assessment accompanying the dament OPwposal for a Directive of the European Parliament
and the Council for amending Directive 2015/849 on the prevention of the use of the financial systefor the purposes of money laundering
or terrorist financing, p.95
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[Accessed 20 October 2017]
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I I A mechanism should be established that allows for the identification of senior managers in the
public register of beneficial ownership, in those cases in w hich the beneficial owner cannotb e
found.

I I Any fee that is currently levied on the general public in order to get access to beneficial
ownership information  should be removed .

Action Plan for the mitigation of the money laundering risks sedterTCSP
New $ate Revenue Sees@ntiMoney Launderidgpartmenind increased sanctions

With the Latvian Ati-Money LaunderingAction Plan for the years 20172019, the Government has expressed the
intention of enhancing thesupervisoryand risk assessmentcapacity of the State Revaue Servicein the area of
money laundering As such, the plan has envisagedthe institution of a new, money launderingfocused structural
unit within the SRS, composed of 21 officers and provided with the necessaryresources to carry out their
duties.??®

With the new AML Law, the Latvian Government haglso addressed the loophole regarding low sanctions and
scarce information regarding the enforcement work othe SRS. With the new Law, a clear framework on the
power of the SRS to issue sanctions has been implemented, r&d the SRS will be required to publish timely,
comprehensive and detailed statistics about the number of inspections carriedut, the nature of breaches found

and their consequences. Moreover, the SRS will be able to apply sanctions u ! 1.000.000, depending on the

seriousnessof the breach.?*® This is expected to constitute a solid deterrent against firms which may be wingly

involved in money laundering.

As of November 2017, thenew AML unit of the SRS had already recruited 13 employees andwas expected to
reach full capacity by the end of January 2018The unit is composed of two divisions, respectively focusing on
risk assessment and onsite supervision?° This is expected to raise the effectiveness of the supervisogrocess
and reduce the possibility for TCSPs to get involved in money laundering and ogh financial crimes. Onsite
supervision will also likely enhance the capacity of thenit to gather relevant information on the developmenof
internal AML procedures and improve the qualit of risk assesment.

These measures are expected to have gositive money laundering riskmitigation impact However, as seen
above, the increasing complexity of the sector and its inherent tramgational nature call for an irdepth assessment
of the TCSPsector in Latviaand its intersections with other jurisdictionsa strong implementation of international
standards in the field,and high-quality guidance on AML rules to TCSPs and other professionahtermediaries.

I I A thematic review of the TCSP sector i n Latvia should be conducted and published . This
should : a) include an analysis of how many firms are operating in the sector as well as the

number of their subsidiaries in other countries; b) encompass best -practices in AML
procedures in the field and mak e a comparison with the actual standards in Latvia; c) provide
solutions for improving those standards. The results of the study could also be used to update

the guidance issued.
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228 plan of Measures for Mitigation of the Money Laundérg and Terrorism Financing Risk for 201:2019, p.24,
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The need fticensingnd regulation

The Latvian governnent has acknowledgeal the high risk posed absence of licensing and lack of regulain, and
in the ML Action Plan2017-2019 it has pointed out the need to develop proposals for the licensing of sectors
currently not regulatedby the subjects of the AML Law, includingfirms carrying out TCSPs servicesThe Ministry
of Finance, in coordination with the Ministry of Economics, the Ministry of Justicand the SRS are currentlyin
charge of developing proposalsfor licensing of TCSPsand, if necessary, amendments to thdegal framewak.?!

The new AML Department of the State Revenue Service has expregd its support and reiterated theneed for

licensing of TCSPs, as this would enable appointedsupervisors to have a béter and cleareroverview of the sector

and enhance their supervisorycapacity. However, it has also indicated that the developmenbdf proposals will

require at least one year. This is due to both the completies of the sector and potential resistance to regulation
by part of the firms themselves**

Regulation and licensingsubject to a AML test should be made a priority by ompetent authorities. It would allow
competent authorities to better assess and supervise firms in the sectorand It would ensure that all TCSPs
operating in Latvia are aware of AML regulations and uretstand the ML risks they incur providing their services.
Moreover, for legitimate firms in the TCSP sectoiif is also expected to improve the quality and professionality of
the services provided, while at the same time protecting the consumers.

The development of licensing in the TCSP sector should be accompanied by isinger regulation in the specific
activities that these firms carry out from LatviaAs discussed above, the services offered by TCSPs haveften

helped individuals engaged in illegal actities in setting up complex offshore arrangements hiding thie identity
from law enforcement authorities. This calls for stronger regulatompeasures prohibiting firms frombwittingly and

unwittingly® servicing corporate structures or arrangements facilitating anonymity of beriefal owners and money
laundering.In the future, breaches with this regulation may atsinclude losing the license.

I | Appropriate licensing requirements for firms carryin g out TCSP servic es in Latvia should be
made a priority . These firms should be subject to a Ofit and proper testO ( a series of checks, to
make sure that they meet the requirements of the Natio nal Anti-Money Laundering Laws and

Regulations) at the time of licensing and over the period for which they hold a license, applying
similar standards of integrity as for financial instituti ons. Branches and subsidiaries of Latvian
TCSPs operating abroad should also be subjected to the same checks and int egrity

requirements.

! TCSPs should be prohibited from servicing corporate str  uctures or arrangements facilitating
anonymity of benefici al owners and money laundering and act a s nominee directors for clients.
Non-compliance with rules may also include losing the license to operate.

Regularity of trainings

The Government hasalso acknowledged the need for obliged entities to improve their knowledge regding AML
obligations as well asthe quantity and quality of suspicious or unusual transaaiins submitted to the FIU. To this
purpose, the SRS will be required to organise regular tiaings for the supervised entities, paying special attention
to the identification and reporting of suspicious transactios. The trainings will also include the case study analys
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paying attention to cases reported in the medig> The SRSOAML Departmenthas confirmed that the number of
trainings will be increased, and that seminars will be organised regarly every 12 months.?*

Trainings, however, will not be compulsory, and this may represent weakness, as a certain number of obliged
entities may not participate and be coveredOn the other hand, the AML Department has pointed otithe difficulty
of applying such requirement, due to the high number of firmsoperating in the sector. In remediation, the
Department is planning to developan e-training platbrm, through which TCSP firmswould be able to train
remotely. In order to encourageparticipation of TCSPs in etrainings, the Department has expressed the intention
of implementing rewarding mechanismgather than administrative finedor non-participation.

The use of an eplatform with rewarding mechanisms for participating firmss likelyto encourage more TCSPsto
regularlyparticipate intrainings. However, supplementary mecharsms should be implemented in order to obtain
specific information on therate of participation in etrainings allow trained firms to give their feedback on the
quality of the training and express the need of education ospecific issues related to AML compliance. This would
likely improve the capacity of the SRS to progressively érance the quality of the trainings issued (both online and
offline) and better understand ML risks firms encounter in carrying otiteir activities.

In the future, participation in AMLtrainings could also be made a precondition for obtainingnd keeping a license.
This would ensure that all firms operating in the sector are regulgreducated on AML matters.

I | E-trainings for TCS P firms should be supplemented b y mechanisms allowing for feedback by
part of trained firms and collection of useful information on the activities in the sector by part
of the supervisor.

I | Participation in anti -money laundering training organised by the State Rev  enue Service should
be made a condition fo r obtaining and keeping a lice nse.
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